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W e descri be a new scheme for perf ormin g quan tum key distributi on .
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1. I n t r odu ct ion : qu an t um st at es pr ovi de secu r i t y

Let us consider the fol lowing scenario: one person (Al ice) wa nts to send a
secret m essage to a second person (Bob). At the sam e ti me, an eavesdropp er (Eve)
is attem pti ng to obta in the secret m essage. Al ice and Bob can use a One-Ti me
Pad crypto graphic pro to col in order to securely tra nsmi t thei r secret m essage. Thi s
pro to col consists of Al ice and Bob havi ng a shared secret key pri or to the sending
of the secret m essage. The key wi ll consi st of a stri ng of random bi nary data . The
key is used to encode the secret m essage by a sim ple bi nary addi ti on of the secret
m essage wi th the key. The encoded secret message can then be tra nsmi tted over
a publ ic channel (i .e. a channel whi ch can be seen by any one incl udi ng Eve). As
long as the key data is shared by onl y Al ice and Bob and the key is only used
once, i t is pro vably im possibl e for Eve to decode the encoded m essage.

Thi s wo uld appear to be a very powerful techni que for sending secret mes-
sages. The catch is tha t i t is hard to create and distri bute a key tha t is shared by
Al ice and Bob but also rem ains secret after the di stri buti on pro cedure. Presum-
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abl y Al ice and Bob are separated by a largeenough distance tha t is im practi cal for
them to simpl y m eet and exchange envelopes conta ini ng the key (i n thi s case, they
could pass the secret message in the envelope just as easily). Distri buti ng the key
in a secure fashi on is however possible. Thi s is due largely to the fact tha t if the
key is intercepted by Eve, she gains no \ secret data " . She has m erely obta ined the
parti cul ar stri ng of random binary data for tha t parti cul ar key. If Al ice and Bob
are abl e to determ ine the extent of Eve ' s kno wl edge about the key after the key
wa s di stri buted, they could then determ ine whether the key is secure. If the key is
secure, i t can be used for encodi ng a secret m essage. If the key is not secure it wi l l
be di scarded, and the di stri buti on pro cedure wi ll be attem pted again. Theref ore,
Eve' s goal is to obta in as much inform ati on about the key as is possible wi tho ut
alerti ng Al ice and Bob to her presence.

W e wi l l now present a bri ef overvi ew of the general stra tegy and the under-
lyi ng pri nci ples behind quantum key distri buti on (QKD ) before beginni ng a m ore
deta i led descripti on. In QKD , each key bi t is represented by the quantum state
of an object (parti cle or l ight pulse) whi ch is physi cal ly sent from Al ice to Bob.
The basis of the security for QKD rests on two ideas: (i ) the quantum state of an
obj ect cannot be ta m pered wi th or probed wi tho ut imparti ng som e di sturba nce
to the state, and (i i ) any m easurement (or sequence of m easurements) on a sing le
quantum object canno t ful ly reveal its state. The Ùrst of these ideas has its basis
in the fam ous uncerta inty pri ncipl e, and the second (pro ven in [1{ 3]) is related
to the no-cloning theo rem [4]. For i f we coul d cl one a quantum state many ti m es,
we coul d use quantum -state to pography [5, 6] to determ ine the state of the sing le
ori gina l obj ect, an im possibi li t y.

For a general exam ple of thi s measurement pro perty , we refer to Fi g. 1, where
a single object can be vi sual ized as being represented by a state ˆ . Inf orm ati on
about the state can be accessed only parti al ly by any measurement of the obj ect.
If one m easures a variabl e cal led Q (whi ch can be vi sual ized as \ vi ewi ng" ˆ f rom
the \ front side" ), then there can be no inf orm ati on obta ined about a conj ugate
vari abl e P , and vi ce versa. R eferri ng to Fi g. 1, a m essage (such as \ OCO" ) could

Fig. 1. (a) A state ˆ can b e measured in one of tw o bases either Q or P . (b) I f the

message \ OC O" (w hich is the abbreviati on used for the Oregon Center for Optics), is

encoded in the P variable of the quantum state of an obj ect, a measurement along P w ill

read out the message, w hereas a measurement along Q w ill not yield any inf ormation

about the message.
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be stored in ˆ (e.g., in the value of Q ), and the obj ect could be sent to a second
party . Ho wever, only i f the second party kno ws whi ch variabl e to m easure (i .e.
whi ch side to \ look into " ) wi l l he/ she be abl e to extra ct the stored inf orm ati on
wi th certa inty . Mea surements of the obj ect in the \ wro ng" basis (i .e. measuri ng P

in the exampl e of Fi g. 1b) wi l l not reveal any inform ati on about the m essage and
wi l l precl ude a measurement in the other (co rrect) basis. Quantum key distri buti on
expl oi ts these m easurement properti es of quantum m echani cs to keep a secret key
secure from uni ntended (eavesdroppi ng) m easurements.

2. BB 84: one r eal izat i on of Q K D

In 1984, Cha rles Bennett and Gi les Bra ssard proposed the Ùrst QKD pro-
to col , whi ch has since been nam ed BB8 4 [7]. The fol lowi ng is a bri ef revi ew for
tho se readers not f amil iar wi th the BB8 4 QKD pro to col . The proto col uses a sing le
photo n as the physi cal obj ect who se state is used to encode each key bi t. Fol low-
ing thi s we wi l l discuss our new proposal for QKD wi th l ight pulses conta ining a
m acroscopi c numb er of photo ns.

Al ice encodes the key bi t in the polarizati on state of the photo n. Al ice uses
two di ˜erent polari zati on basesto accompl ish thi s ta sk. The Ùrst basis consists of
the verti cal and hori zonta l polari zati on di recti ons, and the second basis consists of
the +4 5 degree linear polari zati on and the { 45 degree l inear polari zati on di recti ons.
A logical 1 is encoded by prepari ng a photo n in either the verti cal polarizati on
m ode o r in the +4 5 degree polari zati on m ode. A logical 0 is encoded by prepari ng a
photo n in ei ther the hori zonta l po lari zati on m ode or in the { 45 degree polarizati on
m ode.

Al ice choosesat random whi ch basis to use for each bi t. Given the bi t value,
she prepares the photo n in the appro pri ate polari zati on di recti on depending on the
chosen basis, and then sends the photo n to Bob. We wi l l refer to the basis used by
Al ice for the encoding of the bi t as the \ correct" basis and the other basis as the
\ wro ng" basis. Bob' s m easurement pro cedure consists of spli tti ng the beam sent
by Al ice on a polarizi ng beam spli tter, whi ch is either al igned to spli t the verti cal
and horizonta l polari zati ons or to spl i t the +4 5 degree l inear and { 45 degree l inear
polari zati ons, and then m easuri ng the numb er of photo ns (0 or 1) in each of the
two polari zati on m odes chosen by the al ignm ent of hi s beam spli tter. Bob does not
kno w a pri ori whi ch basis Al ice used for her encodi ng of the bi t. Bob wi l l sim ply
choose at random whether to m ake hi s m easurement in the verti cal / hori zontal
basis or in the +/ { 45 degree basis. In the case where Bob measures in the correct
basis, he wi ll always measure exactl y one photo n in the polari zati on mode in whi ch
Al ice encoded the bi t, and zero photo ns in the other polari zati on m ode. In the case
where Bob measures in the wro ng basis, he wi l l m easure one photo n in each of
the polarizati on m odes f or 50% of the m easurements. Cl earl y on any given tri al ,
there wi l l only be one photo n in one m ode and zero photo ns in the other m ode.
Ho wever for m easurements in the wro ng basis, whi ch mode has one photo n and
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whi ch m ode has zero photo ns wi l l change f rom tri al to tri al . Regardl essof the bi t
value encoded by Al ice, for measurements made in the wro ng basis, Bob wi l l get
m easurement resul ts corresp ondi ng to a logical 1 for 50% of the m easurem ents
and resul ts correspondi ng to a log ical 0 for the other 50% of the measurements.
Mea surements in the wro ng basis wi l l thus give Bob the wro ng bi t value for 50%
of the m easurem ents. To elim inate these erroneous m easurement results, Bob and
Al ice com muni cate after al l the bi ts have been sent vi a a publ ic channel and tel l
each other whi ch basis they used for each bi t, but they do no t reveal to each other
the actua l bi t values. The bi ts are kept onl y for tho se caseswhere both Al ice and
Bob were using the same basis; al l other bi ts are thro wn away. At thi s point, Bob
and Al ice wi l l have exact agreement between all of thei r key bi ts, assuming no
ta m pering wi th bi ts to ok pl ace duri ng tra nsmission.

W e must now consider the possibl e e˜ects of an eavesdropper on Al ice and
Bob' s pro to col . Eve is able to intercept and perform any sort of m easurement on
the photo ns sent by Al ice. Eve, l ike Bob, does not kno w whi ch basis is going to be
used for any parti cul ar bi t. Her m easurem ent stra tegy wi l l theref ore be the same
as Bob' s. Eve wi l l choose random ly between the two polarizati on basesin whi ch to
m ake her m easurements. Eve wi l l obta in a m easurement result whi ch corresponds
to a parti cul ar bi t value in a parti cul ar polari zati on basis. At thi s point, Eve m ust
send a photo n to Bob, for i f he does not receive a photo n, he im mediatel y kno ws
tha t an eavesdropp er is present, and the key wi l l not be used. Eve wi l l attem pt
to prepa re a photo n in the same state tha t Al ice used to encode the bi t. If Eve
were able to prepa re the photo n in the sam e state tha t Al ice used, the results of
Bob' s measurements woul d be exactl y the sam e as in the case where there wa s no
eavesdropper. However, as stated earl ier based on pri nci ples (i ) and (i i ), i t is not
possible for Eve to repro duce exactl y the state.

For the case of the sing le photo n it is easy to seehow thi s works. Eve m akes
m easurements in the wro ng basis for 50% of her m easurements. She does not kno w
whether she is m easuri ng in the correct basis or the wro ng basis, because the
m easurement results in the wro ng basis appear to be vali d m easurem ent results.
The state she subsequentl y prepa res and sends to Bob in an attem pt to try to
fool him , wi l l someti m es be prepared in the wro ng basis. In these cases, when
Bob m akes his measurements (i n the correct basis), hi s m easurement resul ts wi l l
no longer perfectly agree wi th Al ice's bi ts. The bi t values corresp ondi ng to the
m easurements m ade by Bob wi l l be incorrect for 50% of the bi ts sent by Eve, when
Eve m easures in the wro ng basis (whi ch happens for 50% of her m easurements).
Bob wi l l thus have a 25% bi t error ra te when hi s key is com pared wi th Al ice's key.

If Al ice and Bob sacri Ùce a smal l porti on of thei r bi ts by com paring the
actua l values publ icly, they can determ ine how many of thei r bi ts agree. From
thi s publ ic di scussion, they can mak ean estim ate of the overa l l error ra te in thei r
bi t values. From thi s error ra te, they can determ ine the extent to whi ch Eve was
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ta m pering wi th the photo ns as they were sent from Al ice to Bob. If Al ice and Bob
determ ine tha t Eve obta ined enough inf orm ati on to com prom ise the security of
thei r key, they sim ply di scard the key and attem pt the key distri buti on again.

Thi s rather sim pl istic analysis of the BB8 4 proto col hopeful ly pro vi des a
convi nci ng plausibi l it y argum ent for the securi ty of the proto col and the underl yi ng
pri ncipl es whi ch guarantee the securi ty . One m ight however questi on whether Eve
m ight use m ore sophi sticated atta cks such as perform ing quantum non-demol iti on
m easurements on the photo ns whi ch pass from Al ice to Bob, or Eve m ight attem pt
to enta ngle the photo ns wi th a local system, whi ch she can then m easure after the
basis inform ati on is revealed. It turns out tha t BB8 4 is secure against any atta ck
tha t Eve might perform . There exist several pro ofs, whi ch pro ve the securi ty of
BB8 4 [8{ 10].

Single-photo n QKD schemeshave beenim plemented, but are subj ect to some
l im ita ti ons. It is not techni cally feasibl e at the present ti m e to produce single pho-
to ns on demand. Al l currentl y avai lable l ight sources have a nonzero probabi l i ty
to produce vari ous numb ers of photo ns on a given tri al . If more tha n one photo n
is unkno wi ngly sent by Al ice, Eve might be able to ta ke away one photo n and
m easure i t, whi le letti ng the other pass on to Bob. In thi s case, Bob and Al ice
wo uld be unaware of the inf orm ati on gained by Eve vi a the extra photo n emi tted
by the l ight source. In fact the security pro ofs tha t exist for BB8 4 cannot pro ve
securi ty i f to o m any extra photo ns are emi tted. Ano ther problem is tha t at the
sing le-photo n level stray background photo ns give fa lse results.

3. QKD wi t h m acr osco pi c p ul ses

W e wi l l now consider whether i t is possibl e to encode key bi ts into macro -
scopic l ight pulses and sti l l achieve securi ty tha t rests on pri ncipl es (i ) and (i i )
above. Thi s would o˜er advanta ges in the areas of signal creati on and im muni t y
to background l ight. QKD schemes have been proposed using opti cal Ùelds con-
ta ining m ore tha n one photo n [11{ 13], but none of these schemes appear to be
wo rkabl e at the macroscopic level. By m acroscopi c we m ean (somewhat arbi tra r-
i ly) a pul se of l ight conta ini ng on the order of one mi l li on or m ore photo ns.

As in BB8 4, our scheme for QKD wi l l use the di recti ons of opti cal polariza-
ti on as the tw o basesin whi ch Al ice m ay encode bi t values.But in contra st to BB8 4,
each bi t wi l l be encoded into a pul se conta ining m any photo ns. T o represent a log-
ical 1 (0), Al ice wi l l create an opti cal pul se ha vi ng on avera ge h n V i = N + (À ) £ =2

photo ns polari zed in the verti cal di recti on and h n H i = N À (+) £=2 polari zed in the
hori zonta l di recti on, or in the other basis h n + 4 5 i = N + ( À ) £=2 photons polari zed
in the +4 5 degree di recti on and h n À 4 5 i = N À (+) £ =2 photo ns polarized in the { 45
degree di recti on. Here N i s ta ken to be a large numb er of the order 1 0 6 , and £ i s
ta ken to be a much smal ler numb er of the order

p

N ¿ 1 0 3 . The m ean di ˜erence
num ber h n i for a logical 1 (0) wi l l thus be given by h n i = h n V À n H i = +( À ) £, or
in the other basis, h n i = h n +4 5 À n À 4 5 i = +( À ) £ .
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Fig. 2. A schematic of the apparatus used by A lice and Bob to perf orm QK D. T he

p olari zation rotators are used at random by both A lice and Bob.

The pro to col for the tra nsmission of the pul ses is sim i lar to tha t of BB8 4.
Fi gure 2 shows the setup for tra nsmission. Al ice Ùrst encodes a bi t value in the
V/ H basis and then ei ther rota tes or does not rota te the polari zati on basis by
+4 5 degrees. Nei ther Bob nor Eve wi l l know whether Al ice rota ted or not on
each pul se. Al ice sends the pul ses to Bob, who m easures the pho ton di ˜erence
num ber n in either the rota ted or the unro ta ted basis, selected at random . Af ter
tra nsmission, Al ice and Bob reveal publ icly whether they rota ted each pulse or
not, they discard the m easurement resul ts for the cases in whi ch they were not
usi ng the sam e basis, and they then compare a certa in fracti on of thei r bi t values,
looki ng for evi dence of ta m pering.

It was pointed out tha t such a scheme could be im plemented using coherent-
-state (\ classical " ) pul sesfrom an ordi nary laser [14]. The securi ty is guaranteed by
setti ng £ to be very smal l com pared to N . The inherent uncerta inty in the num ber
of photo ns in a coherent state pul se ensures tha t any measurement by an eaves-
dro pper woul d be dominated by the noise. The vari ance of the pho ton di ˜erence
num ber is equal to

p

N , whi ch deÙnes the shot- noise l imi t for the coherent state
pul se, whi ch is set to be larger tha n £ , m aki ng i t im possibl e for the eavesdropper
to obta in accurate key inform atio n. Unf ortuna tel y, Bob (the intended reci pient
of the key) is also subj ect to large uncerta inti es in his measurement results. Thi s
requi res huge am ounts of error correcti on for Al ice and Bob to get good key data
agreem ent. The end result is a very low bi t per opti cal pul se e£ ciency. In one
given exam ple, for each key bi t tha t is to be sent, appro xi m atel y 500 laser pul ses
wo uld need to be sent, givi ng an e£ ciency of 0.5% (check).

In our scheme the pul ses are prepared in \ twi n-photo n-number states"
(TPNS). The TPNS are states whi ch consist of two m odes where the to ta l photo n
num ber can Ûuctua te, but the di ˜erence of the num ber of photo ns between the
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two modes is very well deÙned [15{ 18]. Thi s is the result of correl ati ons whi ch exi st
between the tw o modes. The TPNS are quantum m echani cal sta tes (i .e. there is no
wa y to describe them using stati sti cal m ixtures of classical sta tes), and the TPNS
should thus also enjoy the sam e beneÙts of security as outl ined in pri ncipl es (i ) and
(i i ). There are however requi rem ents for the actua l form of the TPNS (speciÙcally
the values of N and £ ) to ensure security .

The TPNS have the property of havi ng a very well deÙned photo n di ˜erence
num ber between two m odes. Thus the distri buti ons f or m easurements of the di f-
ference numb er are very narro w. They can in fact be narro wer tha n the shot- no ise
l im it (SNL), whi ch is the vari ance f or an equivalent coherent state havi ng the
sam e to ta l numb er of pho tons. The sub- SNL photo n di ˜erence numb er distri bu-
ti ons al low for Al ice to encode bi ts usi ng a value of £ tha t is signiÙcantl y smal ler
tha n

p

N , yet the uncerta inti es in the measurement in the correct basis wi l l not
be dom inated by noise due to the narro w distri buti on. Ho wever, a m easurem ent
of the photo n di ˜erence numb er in the wro ng basis wi l l have a distri buti on wi th
a wi dth tha t is g iven roughly by

p

N .
There are two m etho ds for pro duci ng twi n-photo n-numb er-state pul ses:opti -

cal param etri c am pl iÙcati on [15, 16, 18] and correl ated semiconducto r di ode lasers
[17, 19, 20].

For the opti cal parametri c am pl iÙcati on process, a weak, quasi-monochrom a-
ti c signal l ight beam , wi th two ortho gonal polarizati on modes, is inj ected into a
typ e-I I nonl inear-opti cal crysta l tha t is also pum ped by a stro ng laser pul se havi ng
frequency twi ce tha t of the signal beam. As each pho ton in the pum p beam is
anni hi lated, i t creates a pai r of down- conv erted photo ns | exactl y one in each of
the polari zati on modes of the signal beam. Let us denote the num bers of photo ns
in the two polari zati on m odes by n 1 and n 2 . Af ter a num ber M of such events,
both n 1 and n 2 increase by the addi ti on of the num ber M . As pointed out by B.
Mo l low and R. Glauber in 1967, \ since the magnitudes of both n 1 and n 2 increase
exp onenti al ly, . . . the relati ve m agni tude of the di ˜erence between them becomes
exceedingly smal l" [21]. Thi s is preci sely what is needed for e£ cient QKD .

In Fi g. 3 we show for the case of parametri c am pl iÙcati on the calcul ated
pro babi l ity distri buti ons for Bob' s observed di ˜erence numb er for a logical 1 mea-
sured in the correct basis (sol id curve), a logical 0 measured in the correct basis
(do tted curve), and for a logical 1 or 0 measured in the wro ng basis (da shed curve).
The Ùrst im porta nt thi ng to note is tha t the di stri buti on for m easurements made
in the wro ng basis conta in no bi t inf orm ati on because the distri buti on is identi cal
for both the logical 1 and the logical 0. The other importa nt thi ng to note is tha t
for the case of 100% tra nsmission, the distri buti ons for the logical 1 and the log-
ical 0 for measurements in the correct basis are well separated. The fact tha t the
di stri buti ons are well separated m eans tha t there wi l l be very few m easurem ents
resul ts whi ch correspond to a logical 0 (1) when a logical 1 (0) was in fact sent.
Thi s wi l l give Al ice and Bob a very low system ati c bi t- error ra te.
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Fig. 3. T he unnormali zed probabil ity distribu tio ns for the measurement of the photon

di ˜erence numb er for tw in- photon- numb erstates pro duced by an optical parametric am-

pliÙer (O PA ) for a logical 1 in the correct basis (solid curve), a logical 0 in the correct

basis (dotted curve), and a logical 1 or 0 in the incorrect basis (dashed curve), for the

cases (a) 100% transmission and (b) 50% transmissi on.

W e deÙne the bi t- error ra te as the probabi l i ty for Bob' s m easurement to
yi eld a negati ve di ˜erence num ber, when a positi ve num ber is exp ected in the case
tha t Al ice sent a logical 1 (or vi ce versa).

If Eve intercepts and measures the di ˜erence numb er, she wi l l be using the
wro ng basis hal f the ti m e. As shown above, m easurem ents in the wro ng basis do
not reveal any key bi t inf orm ati on. Thus Eve wi l l have zero inform ati on for the bi t
value in tho se caseswhere she makes a measurement in the wro ng basis. Theref ore
she cannot prepare a TPNS to send to Bob tha t wi l l give Bob m easurement resul ts
wi tho ut adding errors, whi ch are subsequentl y detecta ble by Al ice and Bob.

W e m ust also consider m ore sophi sti cated atta cks whi ch Eve m ight perform
in order to obta in some key inform ati on. For exam ple, Eve m ight choose to mea-
sure the photo n di ˜erence numb er sim ulta neously in both the verti cal / hori zontal
and +/ { 45 degree bases. Such an appro ach wo uld not m ake m uch sense in the
sing le photo n QKD pro to cols, because the sing le photo n is not divi sibl e, however
one might thi nk tha t i f there are large numb ers of photo ns, there might be some
inf orm ati on avai lable by measuri ng hal f of the pul se in one basis and the other hal f
of the pul se in the other basis. Thi s stra tegy does not in fact pro vi de the eaves-
dro pper wi th enough inf orm ati on to repro duce the state sent by Al ice, because
sim ulta neous measurement of non-commuti ng variable necessari ly adds addi ti onal
no ise [22]. Thi s is consistent wi th the underl yi ng pri ncipl es governi ng quantum
m easurement described earl ier.

The relevant distri buti ons governi ng the m easurement resul ts for the case
of sim ulta neous m easurements in both of the bases are shown in Fi g. 3 for the
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case of 50% tra nsmission. There are several features of these distri buti ons whi ch
m ake i t im possibl e for Eve to accuratel y repro duce the state whi ch was sent by
Al ice. The resul ts of a given m easurement wi l l give a num ber for the photo n
di ˜erence numb er n in the verti cal/ hori zonta l basis and another numb er f or n in
the +/ { 45 degree basis. As can be seen from the di stri buti ons, there is signi Ùcant
overl ap between the distri buti on in the correct basis (f or a given log ical bi t value)
and the di stri buti on in the wro ng basis. Thi s m eans tha t a single m easurem ent
resul t wi l l not be an accurate indi cator as to whi ch basis was the correct basis
and whi ch basis was the wro ng basis. Eve could get lucky and the m easurem ent
resul t f or the wro ng basis coul d be in the very tai ls of the wro ng basis distri buti on.
Such a measurement result is unl ikely to have com e from a m easurem ent in the
correct basis. In thi s case, Eve has a good chance of kno wi ng whi ch basis is correct
and whi ch is wro ng. However there is signi Ùcant overl ap between the distri buti on
for the logical 1 and the logical 0 for measurements in the correct basis. Thi s
overl ap wi l l lead to appro xi matel y a 10% error in Eve' s abi l i t y to determ ine the
logical bi t value. Thi s error ra te is easily detecta bl e by Bob and Al ice in thei r post
m easurement error check pro cedure.

Eve coul d attem pt an even m ore subtl e atta ck in whi ch she sam ples only a
very smal l porti on of the beam using a non-polarizi ng beam spli tter. She can then
perform any sort of measurement on thi s porti on of the pul se, letti ng the rest of
the pul se conti nue on to Bob. Shown in Fi g. 4 are the probabi l i ty distri buti ons
for the photo n di ˜erence numb er m easured in the correct basis, for vari ous val -
ues of tra nsmission e£ ci ency of the opti cal tra nsmission channel . Assum ing tha t
Al ice sent a logical 1, represented in thi s case by a m ean di ˜erence num ber of
+2 400 (whi le { 2400 wo uld represent a logical 0), the distri buti on for zero loss
is shown to be rather narrow and centered at +2 400. As the loss increases, the
di stri buti on broadens and the m ean decreases. The bro adening is characteri stic
of sub-shot- noise l ight stati sti cs, and enhances the detecti on of an eavesdropp er.
Any sam pl ing by Eve is equivalent to a loss in tra nsmission. The bro adening of the
di stri buti ons wi l l resul t in overl ap between the di stri buti ons for the logical 1 and

Fig. 4. T he unnormali zed probabil ity distributi ons as a function of the photon di˜er-

ence numb er n for a logical 1 encoded in the correct basis from an OPA for di˜erent

values of the transmissi on coe£cient. T he rightmost distribu tion is for 100% transmis-

sion, the distribu tion s to the left are in order: 80, 60, 40, 20, and 0.1% transmission .
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Fig. 5. Bob and A lice ' s bit error rate as a function of the loss ² in the transmissio n

channel for pulses generated by an OPA .

the logical 0. Thi s overl ap wi l l lead to errors in Bob' s measurement results. The
error rate versus loss is shown plotted in Fi g. 5. It increases steeply for lossesnear
zero, and appro aches uni ty wi th tota l loss of the pul se. Al ice and Bob can m ake
an estim ate on the amount of eavesdroppi ng (i n the absence of other unkno wn
tra nsmission losses) whi ch has occurred based on thei r error ra te.

For the correl ated semiconducto r laser scheme, a com mon current is passed
in series thro ugh two lasers havi ng high quantum e£ ciency (pho to n emi tted per
electron inj ected). It has been shown in exp eriments tha t the di ˜erence of the
photo n Ûuxes from the two lasers has noise less tha n tha t from two indep endent
lasers havi ng Poisson photo n numb er distri buti ons [19, 20]. Thi s is a consequence
of the correl ati on between single electro ns passing into a juncti on and a photo n
being emi tted combined wi th the regulati on of the current thro ughout the ci rcui t.
The intensi ty noise of each di ode laser by i tsel f is at or slightly below the SNL.

In Fi g. 6 we show, for the case of correl ated laser diodes, the calcul ated prob-
abi l i ty distri buti ons for Bob' s observed di ˜erence numb er for a 1 or 0 measured
in the wro ng basis. W e use a m ean to ta l photo n numb er of 128 wi th a standard
devi ati on of ¥ T OT A L = 12, a mean photo n di ˜erence numb er of Ï 1 0 wi th a stan-

Fig. 6. T he probabil i ty distributi on for the photon di˜erence numb er n in the w rong

basis for pulses generated w ith correlated laser dio des.
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dard devi ati on of ¥ D IFF = 4. W e assume a Gaussian distri buti on for the to ta l and
di ˜erence photo n numb ers in the correct basis. These num bers corresp ond to a
sub- SNL distri buti on in the photo n di ˜erence numb er in the correct basis. W e use
standard beam spli tter theo ry to determ ine the form of the distri buti on in the
wro ng basis [23, 24].

The features of the distri buti ons f or the photo n di ˜erence num ber using
pul ses generated by the correl ated laser diodes are simi lar to the distri buti ons for
the pul ses generated by param etri c am pl iÙcati on. The doubl e-hum ped nature of
the distri buti on in the wro ng basis for the laser di odes does not seriousl y a˜ect the
securi ty of the scheme. W hat is importa nt is tha t the di stri buti on in the wro ng
basis is independent of the bi t value and wi de compared to the distance between
the m ean values of the di stri buti ons for the di ˜erent bi t values in the correct basis.

4 . Co n cl usion s
W e have shown tha t m acroscopic pul ses of light (conta ini ng of order one

m i l lion photo ns) prepa red in num ber-correl ated states can be used to tra nsmi t
e£ cientl y key data wi th securi ty tha t is enhanced by the quantum pro perti es of
l ight under measurement. The parti cul ar numb er of photo ns chosen for use depends
on detecto r techno logy. Li near photo di odes coupl ed to charge-sensiti ve ampl iÙers
m ay be used to detect the to ta l numb er of photo ns in a pul se wi th durati on in the
ps or ns range wi th an uncerta inty (set by dark noise) of around 200{ 300. A pul se
wi th 1 0 6 photo ns wi l l have a corresp onding shot- noise level of 1 0 3 , greater tha n
the detecto r noise, al lowi ng m eaningful m easurements to be made at or below the
SNL [15]. Pho to n num bers much greater tha n a few m i lli ons wi l l lead to detecto r
satura ti on and possibly intro duce classical sources of noise.

A chal lenging questi on to answer is whether the scheme is robust against al l
possible atta cks by Eve. It seems plausi ble tha t a pro of of absolute securi ty could
be deri ved for our scheme along the l ines of tha t in Gottesm an and Preski l l ' s
pro of [12].

The techni que has adv antag es relati ve to sing le-photo n im plem entatio ns re-
gardi ng ease of source constructi on and immunit y to low-level background l ight.
A further adv antag e is the abi l i ty to encode m ore tha n one bi t per pul se by
usi ng a multi level bi t v alue represented by vari ous values of photo n di ˜erence
num ber. Such a possibi l i ty has also been pro posed in the context of QKD using
quadra ture- squeezed l ight, whi ch is di stinct from our proposal [11].

A di sadvantage is tha t lossesduri ng tra nsmission degrade the sub-SNL num -
ber correl ati ons, leading to the need for increased levels of classical error correcti on,
and the corresp ondi ng loss of e£ ciency.

Simpl eeavesdroppi ng atta cks, such as beam sam pl ing or di vi de-m easure-and-
- resend, have been shown to intro duce su£ ci ent noise or error f or the legi ti m ate
parti es to detect the eavesdroppi ng. It remains to study the securi ty against m ore
general atta cks.
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