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This article reviews the extraordinary features of quantum information predicted by the quantum for-
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1. Introduction

The concept of quantum information was born
on the border between quantum mechanics and in-
formation theory science. The stunning success
of the former has led us to think that the con-
cept of information cannot be separated from the
mathematical structure of quantum formalism that
imposes fundamental constraints on the form of
physical laws.

Already in the 1930s, von Neumann defined en-
tropy [1] for quantum states as an analogue of
the classical Boltzmann–Gibbs entropy, which later
turned out to be the quantum counterpart of the
Shannon entropy [2] — the concept underlying of
classical communication theory. At about the same
time, Einstein, Podolsky and Rosen pointed out the
unusual features of quantum formalism that seemed
to lead to the conclusion that quantum mechan-
ics is incomplete [3]. In 1970, two young physi-
cists, Park [4] from the Department of Physics at
Washington State University and Wiesner [5] from
Columbia University in New York, independently
analyzed the physical implications of quantum for-
malism. While the former discovered a fundamen-
tal limitation on copying quantum information, the
latter discovered the first application of quantum
information to unforgeable quantum money.

Unfortunately, both discoveries were ahead of
their time and passed unnoticed. Three years later,
Holevo proved [6] that there is a bound for our
ability to access classical information from quan-
tum systems which confirmed earlier Gordon’s [7]
and Levitin’s [8] conjectures. This strengthened
the conviction that Shannon’s communication the-
ory is incomplete, in a sense that it did not con-
sider the transmission of all physical information
carriers such as quantum particles. A few years
later, Ingarden, a Polish mathematical physicist,
published a work entitled Quantum Information
Theory in which he proposed a quantum general-
ization of Shannon’s theory in terms of the gen-
eralized quantum mechanics of open systems [9]
(see also [10]). However, it was only a series of sem-
inal papers [11–27] that revealed specific features of
the quantum code of nature pointing to the quan-
tum origins of information.

There were various reasons for the relatively late
advent of the quantum information era crowned
with the building of Shannon’s quantum theory
(see [28]). In particular, the unusual success
of Shannon’s theory led to the belief that the
laws of physics could be derived from information
processing as a purely mathematical concept de-
tached from physical information carriers. On the
other hand, the identification of peculiar features
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of quantum information such as monogamy of
entanglement [29–31] required advanced quantum
technologies. Additionally, the obstacle was the
abstract, mathematical and non-intuitive nature of
the standard quantum formalism that looked like
an inscription, not all predictions of which were en-
tirely clear even for its fathers.

2. Quantum inscription as paradigm
for quantum information

Roughly speaking, quantum inscription is an in-
struction — a set of prescriptions that determine
the way of probabilistic prediction of the results of
future measurements in laboratories [32, 33].

Each physical system corresponds to a complex
vector space Hilbert H equipped with the linear
scalar product 〈·|·〉 such that the space is complete
with respect to the norm
||ψ|| =

√
〈ψ|ψ〉. (1)

The space H of system S compound of n subsys-
tems S1, S2, . . . , Sn is a tensor product

H = H1 ⊗H2, . . .⊗Hn (2)
of the Hilbert space of subsystems. The subsys-
tems can represent distinguishable particles, various
complex objects, e.g., atoms, molecules, or different
degrees of freedom of the same object, e.g., photon
polarization and propagation modes.

The central object is the wave function (state
vector) |ψ〉 with the unit norm ||ψ|| = 1, which is
an element of a Hilbert space. It contains all prob-
abilistic information about the system and satisfies
the Schrödinger equation: i~∂|ψ〉∂t = H|ψ〉, where H
is a linear self-adjoint operator called Hamiltonian.
The symbol % denotes the state of the system about
which we only have partial information. It can be
described by a Hermitian positive semidefinite op-
erator with unit trace: % = %†, % ≥ 0, Tr(%) = 1,
where trace Tr(%) =

∑
k〈φk|%|φk〉 and sum runs

over diagonal elements in arbitrary orthonormal ba-
sis {φk}. The symbol U stands for unitary opera-
tions that transform states, and in the case of pure
states, they keep the scalar product preserved.

Observable quantities correspond to Hermitian
linear operators O acting on the state space H.
In contrast to classical observables, the quantum
ones can be noncommutative: [O1, O2] = O1O2 −
O2O1 6= 0. The most familiar example is [Q,P ] = i ,
where Q and P are the position and momentum
operators. The structures and mutual interrela-
tions of noncommutative observables bring deep
questions concerning the properties of the quan-
tum systems related to the fundamental princi-
ples: uncertainty and complementarity. The first
one limits the precision of the statistics of the re-
sults of two complementary observables, such as
position and momentum [34]. The complemen-
tarity principle says that two quantum observ-
ables cannot be measured simultaneously, and thus
provide “independent” information about physical
systems [35].

Contrary to classical theories, quantum mea-
surement is active. It creates properties, does
it randomly, and can change state if the latter
is not specially tailored for a given measurement.
The measurement does not always provide infor-
mation about state but it can be part of a quantum
operation. Any state % defines the probability dis-
tribution as the mapping assigning to each measure-
ment result i the probability pi of that measurement
result (the Born rule):

pi = Tr
(
Πi%

)
, (3)

where {Πi},
∑
iΠi = I are the elements of a pos-

itive operator-value measure (POVM) and I is the
unit operator. In particular, if Πi is the projector
operator, then the generalized measurement corre-
sponds to the von Neumann measurement, which
completely determines the post-measurement state.
After the measurement with the outcome i, the sys-
tem goes to the post-measurement state

%′i = p−1i Λi (%) , (4)
where Λi(%) = Πi%Πi is the particular posi-
tive superoperator which clearly maps positive
operators to positive operators and normaliza-
tion of %′i requires the condition to be met
Tr (%Πi) = Tr (Λi(%)), where Λi(%) = pi%

′
i. The

most general physically implementable map is
a completely positive map Λ which satisfies con-
dition: Λ ⊗ In ∈ B(H1 ⊗ Cn, H2 ⊗ Cn), where B
is the space of positive maps between the Hilbert
spaces H1 ⊗ Cn and H2 ⊗ Cn, and In is the unit
operator on n-dimensional Hilbert space Cn. If, in
addition, Λ is trace-preserving, it determines the
quantum channel which plays a central role in the
processing of quantum information [28]. Any com-
pletely positive map on a system S in a given state
% can be realized via unitary interaction of S with
some other system (ancilla) in a pure state followed
by a von Neumann measurement and final partial
trace. This fact comes from the so called Stine-
spring’s dilation theorem [32].

The crucial difference between the quantum de-
scription of physical reality and the classical one is
the principle of superposition, i.e., if |Ψ1〉, |Ψ2〉 are
system states, then their superposition
|Ψ〉 = a|Ψ1〉+ b|Ψ2〉 (5)

is also in good state, provided that a and b are cho-
sen so that |Ψ〉 is normalized.

The prediction power of quantum inscription is
astonishing: All our experience so far using quan-
tum theory seems to say: What is predicted by quan-
tum formalism must come to the laboratory [36].
In the early 1970s, it seemed that all possible pre-
dictions of quantum inscription had already been
recognized. The papers of Einstein, Podolsky and
Rosen [3] and Schrödinger [37] were initially treated
rather as a mathematical artefact detached from its
physical implications. Ironically, it was them who
drew attention to the extraordinary implications of
quantum inscription, which revealed the existence
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at a fundamental level of a subtle order governed
by quantum information. In the classical world,
quantum information is “unspeakable”. It cannot
be written with discrete symbols, e.g., on a tape of
a Turing machine. So far, there is no commonly
accepted definition of quantum information.

For our purposes, it is convenient to adopt the
following interpretation: Quantum information is
what is carried by quantum particles and the wave
function ψ is its mathematical image [38].

Quantum information (QI) can be processed
(manipulated) [32, 39], using combinations of uni-
tary operations and measurements. QI is the
source of quantum resources [40] such as entan-
glement [36, 41, 42], steering [43], quantum corre-
lation beyond entanglement [44], quantum coher-
ence [45] and asymmetry [46]. It allows to per-
form nonclassical tasks such as quantum cryptogra-
phy [13, 16, 47, 48], teleportation [19, 25–27], quan-
tum computing [14, 15, 18], not feasible with classi-
cal resources. QI is a resource for quantum metrol-
ogy [49] and computational complexity [50–52].

However, this subtle resource has a very unpleas-
ant feature. As one knows, non-diagonal elements
of the density matrix % called coherence in the state
% provide information about quantum interference.
Unfortunately, as a result of the system’s interac-
tion with the environment, the process of decoher-
ence [53] occurs, which causes disappearance of non-
diagonal elements of density matrix of the state.
Reversing the degradation of quantum information
still remains a great challenge for effective process-
ing of quantum information.

3. Quantum bit — unit
of quantum information

The concept of qubit appeared for the first time
in the context of the theory of quantum information
transmission [23] as a two-level system, the state of
which can be written as a superposition of two base
states |0〉 and |1〉, namely
|Ψ〉 = a|0〉+ b|1〉, (6)

where a and b are complex numbers, |Ψ〉 ∈ C2 (two-
dimensional Hilbert space).

Contrary to the classical bit, the qubit repre-
sents a continuum of possible states defined by its
wave function, which can be visualized by the two-
dimensional Bloch sphere with two real parame-
ters θ and ϕ. Then, the complex numbers are
expressed as a = cos (θ/2), b = sin (θ/2) exp (iϕ),
where 0 ≤ θ ≤ π, 0 ≤ ϕ ≤ 2π. For illustration, con-
sider a photon as a paradigmatic example of a qubit.
It requires a Hilbert space H which is a tensor
product H = Hprop ⊗Hpol, where Hprop represents
the photon propagation modes while Hpol = C2 de-
scribes the photon polarization modes. If one dis-
regards the propagation modes, the photon can be
treated as a photonic qubit in a polarization degree
of freedom.

Fig. 1. The photonic realization of the Hadamard
H gate. The computation base is denoted by B1

and the Hadamard base — by B2.

Consider now a photon in the superposition of the
base states |0〉 ≡ |l〉 and |1〉 ≡ |↔〉 corresponding
to vertical and horizontal polarization. This photon
state is written as |Ψ〉 = sin (Θ) |0〉+ cos (Θ) |1〉. If
we direct it to a vertical polarizer, it will change to
one of the states |0〉 or |1〉 with probabilities p0 =
Tr (Πo%) = sin2 (Θ), p1 = Tr (Π1%) = cos2 (Θ),
respectively, where Π0 = |0〉, 〈0|, Π1 = |1〉, 〈1| are
projectors and density matrix of the state |Ψ〉 is
given by

% = |Ψ〉〈Ψ | =

[
sin2 (θ) sin (θ) cos (θ)

sin (θ) cos (θ) cos2 (θ)

]
,

(7)
where the diagonal elements are interpreted as
the probabilities of the basis state, while the off-
diagonal elements represent the coherence of the
basis states.

If we now place a specially cut birefringent crys-
tal with the optical axis at an angle of 22.5 de-
grees on the path of a vertically polarized photon,
the photon will be in a state of linear superposi-
tion (see Fig. 1). This is nothing but the photonic
realization of the Hadamard H gate. It has no
classical counterpart and plays a fundamental role
in quantum information processing including quan-
tum computing. Note that arbitrary photonic wave
plate operations for photonic polarization qubits re-
alizing the Hadamard, Pauli-X, and rotation gates
were implemented on the chip [54].

In Fig. 1, B1 and B2 denote the computation
base and the Hadamard base, respectively, which
are mutually unbiased, i.e., they are mutually ex-
clusive. Perfect information about the polarization
along the selected axis implies that there is no in-
formation about the polarization along the axis ro-
tated by 45◦. This is a purely quantum mechan-
ical effect resulting from the fact that the vectors
|0〉, |1〉, as well as |+〉 ≡ |↗↙〉 and |−〉 ≡ |↖↘〉 are
the eigenstates of the Pauli operators σz and σx,
respectively. Importantly, these operators do not
commute, i.e., [σz, σx] = σzσx − σxσz 6= 0.

There have been many proposals for the phys-
ical realization of a qubit on quantum dots [55]
electron spins [56], semiconductor spin [57], su-
perconducting charge qubits based on a Josephson
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junction [58, 59]. Remarkably, it has been demon-
strated that linear optics is sufficient for effi-
cient quantum information processing with pho-
tonic qubits in two optical modes (such as hori-
zontal or vertical polarization) [60, 61]. There has
recently been quite a progress in parallelized quan-
tum information processing which includes tailored
quantum memories to simultaneously handle multi-
ple photons [62].

4. Fundamental limitations
on quantum information processing

Already in 1961, Wigner pointed out that the ex-
istence of self-reproduction in the quantum world is
unlikely [63]. In 1970, Park [4] and later Wooters
and Żurek [64] and Dieks [65] proved that it is im-
possible to build a quantum machine that can per-
fectly copy arbitrary unknown quantum state Ψ :
|Ψ〉|0〉|M〉6→|Ψ〉|Ψ〉|Mψ〉, (8)

where |0〉 means a blank state, while |M〉, |Mψ〉
are the machine state before and after cloning, re-
spectively. The process realized by such a machine
would have to be nonunitary and non-linear, which
is forbidden by the linearity of quantum formalism.
Thus copying destroys the state and it cannot be
reconstructed from a single copy. Hence, the quan-
tum signals cannot be noiselessly amplified. Later,
the limitation for the unperfect cloning in terms of
the so called fidelity function f(%out) = 〈Ψ |%out|Ψ〉
measuring similarity of the state of either of the
two outcome registers has been provided within
the framework of imperfect quantum cloning ma-
chines [66, 67]. There is the dual no-deleting theo-
rem, which states that, in general, given two copies
of some arbitrary quantum state, it is impossible
to delete one of the copies [68]. In the above men-
tioned paper, Holevo [6] proved a fundamental theo-
rem that sets an upper limit to the amount of infor-
mation available about a quantum state. It implies
that with the help of one qubit, it is impossible to
send more than one bit of classical information.

Quite unexpectedly, it turned out that there is
also a restriction on the possibility of generating of
quantum superposition. Namely, it has been inde-
pendently shown [69, 70] that there is no universal
probabilistic quantum protocol generating superpo-
sition of the two unknown states. Interestingly,
a probabilistic protocol generating a superposition
of two unknown states having a fixed overlap with
a known pure reference state has been proposed [70].
This protocol has been carried out experimentally
in a three-quadrant NMR system as well as on un-
known photonic quantum states [71, 72].

5. Quantum cryptography
based on no-cloning

Parallel to Park’s paper on non-cloning, Wiesner,
basing on the uncertainty principle, introduced the
concept of conjugate coding to make up quantum

money [4]. This idea paved the way for the quan-
tum information encryption Bennett’s and Bras-
sard’s protocol (BB84) [13]. It has the following
main three steps:

1. Alice sends randomly polarized photons
through the quantum channel in the selected
computing bases {B1} |0〉, |1〉 and Hadamard
{B2} |+〉, |−〉; she saves bases and bits.

2. Bob measures photons in randomly selected
bases B1 and B2; he registers bases and bits.

3. Via the classic public (authenticated) channel,
Alice and Bob transmit their choices bases.
When their bases match, they retain the ap-
propriate bits.

Thus, they receive a raw key that requires fur-
ther processing. To check for eavesdropping, they
calculate the quantum bit error of a randomly se-
lected data subset that they reveal to each other via
the public channel and check if the error (percent-
age of mismatched bits) is below a certain threshold
value. Using classic post-processing protocols, such
as error correction and privacy amplification, they
generate the final secure key.

Since 1992, when Bennett and Brassard and col-
leagues demonstrated the first 32 cm quantum dis-
tribution of the key in free space [73], there has been
tremendous progress in the development of quan-
tum cryptography in free space and in fiber. There
is a continuous improvement of cryptographic keys
over long distances [74] as well as an increase in
a key generation speed using single photon detec-
tors [75]. Quantum key distribution (QKD) net-
works were established in the US, Austria, Switzer-
land, China and Japan, and at the European SEC-
OQC network [76]. Due to exponential signal atten-
uation and decoherence, the effective distribution
range of the quantum key of terrestrial networks is
limited to 300 km [77]. In cosmic space, both of
these factors are many times weaker. In 2016, the
first satellite distribution of the BB84 protocol was
performed using a one-time key cipher via the Mi-
cius satellite at intercontinental distances, thanks
to which the photos of Schrödinger and the philoso-
pher Micius were safely transferred between Vienna
and Beijing [78].

Despite the enormous advances in quantum cryp-
tography, there are still some problems related to
the fact that practical implementations of quan-
tum key decomposition use realistic photonic qubits
and imperfect single photon detectors. This creates
gaps between the QKD theory and practice enabling
quantum hacking, e.g., the “Bright Illumination” at-
tack or photon-number splitting [79]. Therefore,
QKD implementations are still in the testing phase
and these gaps are identified. Stronger versions of
BB84 were developed, such as the BB84 decoy state
and protocols resistant to photon-number breaking
attacks [47]. As a result, QKD protocols become
more and more secure.
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6. Quantum entanglement —
the most non-classical feature

of quantum information

As we have seen, already at the level of simple
systems, the properties of quantum information dif-
fer substantially from those of classical information
that can be amplified and copied. Much earlier, in
the 1930s, EPR and Schrödinger revealed a peculiar
feature of quantum information in complex quan-
tum systems rooted in the principle of superposi-
tion called entanglement. According to the quan-
tum inscription, the state space HS of the quantum
system S compound from distinguishable subsys-
tems S1, S2, . . . Sn is given by HS1⊗HS2, . . .⊗HSn

which is the tensor product of the Hilbert space of
the subsystems.

We say that a pure state is entangled if it cannot
be written as the product of the states of the indi-
vidual subsystems
|Ψ〉12...n 6= |φ〉1 ⊗ |ψ〉2 . . .⊗ |χ〉n. (9)
In general, a mixed state % of n systems is entan-

gled if it cannot be written as a convex combination
of product states

% 6= %sep =
∑
i

pi%
i
1 ⊗ · · · ⊗ %in. (10)

In particular, for any two-part pure entangled
state |ψ〉12 ∈ H1 ⊗ H2, there exist orthonormal
Schmidt bases {φi〉, {χi〉 in H1, H2, respectively,
such that

|Ψ〉12 =

d∑
i

ci|φi〉 ⊗ |χi〉, (11)

where the summation takes place on the smaller
dimensions of the two systems d = min(d1, d2).
Specifically, the two-part maximally entangled state
in the space H1 ⊗H2 with the dimension d2 is de-
fined as:

|Ψmax〉 =
1√
d

d∑
i

|φi〉 ⊗ |χi〉. (12)

In particular, there is a two-qubit entangled state

|Φ+〉 =
1√
2

(
|0〉1|0〉2 + |1〉1|1〉2

)
, (13)

where {|0〉, |1〉} is the computational basis for
qubits. Using the von Neumann entropy as a mea-
sure of entanglement for pure states, it is easy to
check that the above state contains one ebit of en-
tanglement, i.e., the maximum amount of entan-
glement that a system with dimension d = 22 al-
lows. In general, for a system consisting of n pairs
of entangled qubits and a Hilbert space dimension,
d = 2n contains n ebits of entanglement. Most
of the pure state vectors in a pure state two-part
Hilbert space are not maximally entangled.

For systems divided into more than two parts,
the Schmidt distribution in general does not exist.
However, many of the important states in quantum
information processing take the form of a multi-part
Schmidt distribution. Among them, three-particle

states: |Ψ〉GHZ = 1
2 (|000〉+ |111〉) [80] and |Ψ〉W =

1
3 (|001〉+ |010〉+ |100〉) [81], which represent two
different types of entanglement that cannot be
transformed into each other through local opera-
tions and classical communications (LOCC). Inter-
estingly, experimental a W-to-GHZ state conversion
was recently demonstrated [82, 83].

Let us emphasize that the above mathematical
description of quantum entanglement between vari-
ous degrees of freedom of complex systems is ad-
equate in a scenario where each subsystem (e.g.
qubit) can be individually addressed/manipulated.
In a situation when one considers indistinguishable
systems in connection with the symmetrization pos-
tulate, the complete characterization of entangle-
ment is still a challenge. Many different approaches
have been proposed with different entanglement
definitions. Recently, Benatti et al. [84] has made
an extensive comparative analysis of different ap-
proaches to the definition of entanglement of quan-
tum systems composed of indistinguishable parti-
cles based on natural physical requirements.

There are many ways to generate quantum entan-
glement. Entangled states are most often generated
in a spontaneous parametric down-conversion and
spontaneous four-wave mixing [85–87]. It is intrigu-
ing that it is possible to entangle together particles
from two independent sources that did not interact
with each other in the past [20, 88]. Another pecu-
liar behavior of entanglement, called a sudden en-
tanglement death, was described in a dynamic sce-
nario. Namely, when two entangled qubits interact
with natural reservoirs, the entanglement can disap-
pear in a finite time while the coherence disappears
asymptotically [89–91]. The source of this phe-
nomenon is due to the fact that in finite-dimensional
systems, the set of separable (non-entangled) states
has a finite volume [92]. This important result
was in particular discussed in the context of quan-
tum computing on NMR which operates on highly
mixed, separable states [93].

The discovery of Einstein, Podolsky and Rosen
that entangled states could show “ghostly” corre-
lations independent of distance, until the appear-
ance of John Bell’s famous work, was not given
much interest. On the one hand, they were consid-
ered more philosophical than physical, on the other
hand, it was believed that such correlations could
be simulated classically.

7. Photons entangled in polarization

To illustrate this phenomenon, consider the prob-
abilistic generation of photons entangled in polar-
ization degrees of freedom using a type-II down-
conversion [94]. In this process, a high-energy pho-
ton in an optical nonlinear medium (BBO crystal)
is converted into two lower-energy photons that are
emitted along the surface of two anticorrelated in-
tersecting cones with vertical and horizontal po-
larization (see Fig. 2). Particularly, the photons
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Fig. 2. Generation of photons entangled in po-
larization using type-II conversion in the Bell
state |Ψ+〉AB .

emitted along the intersections cannot be assigned
a specific polarization because we do not know
which cone they come from. We write it down as
a quantum alternative

|Ψ+〉AB =
1√
2

(
|0〉A|1〉B + |1〉A|0〉B

)
, (14)

where |0〉, |1〉 correspond to vertical and hor-
izontal polarization, respectively. Here, |Ψ+〉
is one of four canonical Bell-states (the Bell
basis) [95]: |Ψ±〉 = 1√

2
(|0〉A|1〉B ± |1〉A|0〉B),

|Φ±〉 = 1
2 (|0〉A|0〉B ± |1〉A|1〉B). Now, if we direct

the photons from the entangled pair (EPR pair) in
the polarization to distant Alice’s and Bob’s labora-
tories, respectively, who independently measure the
polarization of the same type, it turns out that they
get anticorrelations 0 − 1 or 1 − 0. What is strik-
ing is the fact that individual photons do not carry
any bit because their polarization is completely ran-
dom [16], so local measurement results turn out to
be completely random, too. EPR reasoned as fol-
lows: If it is possible to “remotely” predict some
property of a particle without interacting with it,
then this property must have existed before, i.e.,
before the measurement. They called it the “real-
ity elements”, and from there they concluded that
quantum inscription offered an incomplete descrip-
tion of physical reality.

8. Nonlocality of quantum
correlations. Bell tests

It was a serious objection that no one, including
Bohr himself, was able to convincingly refute. The
Gordian knot was cut by John Bell [11]. Namely,
he formalized the concepts of reality elements by
introducing a model of local hidden variables based
on the following assumptions: (i) the measurement
results are determined by the properties of the par-
ticle carried before and independent of the measure-
ment, (ii) the results determined in one place are
independent of any actions in the space-like sepa-
ration, (iii) the settings of local apparatus do not
depend on hidden variables that determine the re-
sults of local measurements. These assumptions,
as Bell showed, impose constraints on correlations,

called Bell’s inequalities. The key point is that
they can be verified in a laboratory regardless of
any theory.

Let us briefly illustrate Bell’s inequalities by ex-
emplifying the correlation of polarized entangled
photons that were sent to distant Alice’s and Bob’s
laboratories along the z axis. The partners mea-
sure dichotomous observables, i.e., polarizations
that have only two values +1 or −1. Each part-
ner measures two such observables. Alice chooses
the settings of detectors a, a′, Bob — b, b′, which
are unit vectors showing different angles in the x–y
plane along which they can orient polarizing filters.
For each pair of settings, correlation functions can
be constructed: 〈a, b〉, 〈a, b′〉, 〈a′, b〉, 〈a′, b′〉, where
〈·|·〉 means the average of the product of outputs.
On this basis, it is possible to build a new Bell ob-
servable B = a, b + a, b′ + a′, b + a′, b′. Now, if we
accept the assumptions of local realism, in partic-
ular that each photon had a certain polarization
value (+1 or −1) before the measurement, it is easy
to check that the absolute value of Bell’s observ-
able cannot exceed 2. Hence, we obtain Bell-CHSH
inequality [96]:
|〈ab+ a′b+ ab′ − a′b′〉kl| ≡ |〈B〉| ≤ 2. (15)
Quantum mechanics predicts that the mean

value of the B observable satisfies the inequal-
ity |〈BQM〉| ≤ 2

√
2 which means that it breaks

Bell-CHSH inequality, where 2
√

2 is the so-called
Tsirelson bound [97].

The verification of Bell’s inequality based on the
assumptions of local realism proved to be a great
challenge for experimentalists, as it required the
closure of three loopholes: (i) Locality demands
that no signal traveling at the speed of light can
inform the distant detector of its settings or the re-
sult of a measurement on the local detector before
Alice and Bob complete the measurements; (ii) fair-
sampling (or detector efficiency) demands that the
sample of entangled pairs be a faithful representa-
tion of the entire ensemble being broadcast; (iii)
freedom of choice requires that the hypothetical lo-
cal variable should not influence the local choices of
measurement setups on the part of Alice and Bob.

The first ground-breaking experiment that con-
vincingly demonstrated breaking the Bell CHSH in-
equality and good agreement with the predictions
of quantum mechanics was performed by Aspect et
al. [12]. In their experiment, entangled photon pairs
were emitted by the process of atomic calcium cas-
cades. For the first time, the authors used acousto-
optical switches, which pseudo-randomly changed
the orientation of the analyzers in a short time
compared to the photon transit time and detec-
tion. They achieved more than 95% of the detection
efficiency.

Only in 2015, a series of the Bell tests based
on quantum random number generators was per-
formed, which closed both the locality and fair-
sampling loophole in the same experiments [98].

202



The 100 years anniversary of the Polish Physical Society — the APPA Originators

Recently, two cosmic Bell tests with photons entan-
gled in polarization have been performed, in which
measurement settings were determined by real-time
photon wavelength measurements from high red-
shift quasars, light emitted billions of years ago.
Thus, the authors closed two loopholes at once: lo-
cality and freedom of choice [99, 100]. However,
these experiments failed to close the fair-sampling
loophole. Quite recently, Pan et al. [101] performed
an impressive local realism test that closes both lo-
cality and fair-sampling loophole and rules out com-
mon cause 11.5 years before the experiment, which
largely closes the freedom of choice loophole.

The interpretation of violating Bell’s inequality is
still the subject of discussions [102, 103]. Bell tests
show that the quantum correlations cannot be ex-
plained using any theoretical model based solely on
local variables. This particular feature of quantum
information, which has become known as quantum
nonlocality (the Bell nonlocality), provides the re-
source for device-independent quantum key distri-
bution [104–106] (see however [107]).

9. Weaker forms of breaking realism

While I am not going to offer a detailed review
of the vast field of difference in Bell’s inequality,
let me raise two important related concepts. First,
it should be mentioned that the violation of lo-
cal realism by composed quantum systems has its
weaker quantum analog, called quantum contextu-
ality, observed with the help of random measure-
ments of specially designed sets of quantum mea-
surements pioneered by [108] which has many fur-
ther developments (see [109–111]) and can be math-
ematically quantified [112]. Quite remarkably, it
has the so-called state variant fully analogous to the
Bell inequalities [113] as well as a state-independent
one which is valid for any state, and basically re-
ports the nonclassicality of the set of measurements
involved [114].

The fundamental difference is that, roughly
speaking, quantum contextuality can contradict
classical realism only under the assumption of some
bound on the dimension of the Hilbert space, while
violation of the Bell inequalities via quantum states
is the phenomenon that is independent of that as-
sumption in general. This is why the violation of
the inequalities in many cases leads to the power-
ful concept of quantum self-testing [115]. In the
case of the inequality (15), self-testing means that
independently of the complexity of local systems
(for instance one may assume that each of the ob-
servables in (15) may concern not polarization but
some other or even all of the photon internal de-
grees of freedom), the saturation of the quantum
bound 2

√
2 guarantees that up to local isometries

and local partial traces the state is in the unique
qubit form (14). This is an essence of the de-
vice independent variant of the Ekert entanglement-
based encryption protocol (E91) [16] (see Sect. 11).

Quantum self-testing is a cornerstone of device in-
dependent quantum cryptography which is based on
the idea that only the output statistics of the de-
vices are enough to guarantee cryptographic secu-
rity without need of knowing the physical structure
of the devices (for example see [116]).

Finally, there is a weaker variant of the Bell in-
equalities on composite systems that is still much
stronger than contextuality. This is based on the
so called quantum steering [43] in which we assume
that for one of the particles the dimension of the
Hilbert space is known (much like in contextuality
tests) while in the other is not. This leads to the so-
called semi-device independent quantum cryptogra-
phy (see [117] and reference therein), [118].

10. Nonlocality and principle
of information causality

The discovery of quantum nonlocality shook our
perception of the foundation of quantum physics.
Hence, a natural question arose: Is there a non-
locality stronger than that predicted by quantum
formalism? Is this the only description that al-
lows for nonlocal phenomena consistent with special
relativity?

In the 1994 paper, Popescu and Rohrlich
(PR) [119, 120] took nonlocality as the basic axiom
and have proposed a model independent approach,
consistent with special relativity, based on the con-
ception of input-output black-box devices. In the
approach, the experiments of Alice and Bob are
space-like separated and each experiment is treated
as a black-box. Then all the physical information
obtained in the experiment is encapsulated in the
joint probability P (a, b|x, y) that Alice obtains a
and Bob obtains b when Alice inputs x and Bob
inputs y, respectively. In the simplest case where
x, y, a, b have only two possible values, they must
satisfy the constraints: a ⊕ b = xy, where ⊕ de-
notes addition modulo 2. It is not difficult to verify
that PR nonlocality leads to algebraic breaking of
CHSH inequality equal to 4 which drastically breaks
Tsirelson’s limit 2

√
2. Does nature allow infor-

mation to be processed using such super-quantum
correlations? Remarkably the physical princi-
ple of information causality was proposed [121],
which excludes such a possibility. The informa-
tion causality principle can be formulated briefly
as: The message cannot contain access to more in-
formation than the amount contained in it. Con-
trary to its laconic form, this principle has strong
implications:

• it strictly determines the maximum value of
quantum correlations ≤ 2

√
2,

• it is fulfilled by both classical theories and
quantum mechanics,

• it excludes the physicality of the super strong
Popescu–Rohrlich correlations.
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It is significant that although the properties of
quantum and classical information are basically dif-
ferent, they both follow the principle of information
causality. It should be noted here that nonlocal PR
boxes, although nonphysical, provide a conceptual
tool in the modeling of nonlocality in the quantum
physics and beyond [122–124]. It is remarkable that
the PR correlations are under some circumstances
a much more powerful resource than quantum en-
tanglement as they lead to trivialising quantum
communication complexity [125, 126]. However,
they are weaker in another sense since in their lan-
guage there is no room for nontrivial dynamics and
continuous chance of settings of the measurements.

Finally, it is worth noting that in the case of
three parties, the concept of relativistic causal-
ity that goes beyond the no-signaling paradigm
is possible when space-time variables are explic-
itly involved [127, 128]. Quite recently, the gen-
eral axiomatic approach to causality of the evo-
lution of the spatial statistic detection has been
initiated [129, 130].

11. Entanglement-based cryptography

As mentioned above, quantum correlations, apart
from nonlocality, have another feature — they
are random. It was intriguing that this random-
ness ensures a peaceful coexistence of quantum in-
scription predictions and special relativity, as part-
ners cannot use the correlation to the instant tele-
graph. This specific “telegraphic no-go” has not yet
had clear theoretical foundations, although recently
an attempt to explain this phenomenon has been
made [131].

As we saw, singlet-state photon pairs entangled
generate anti-correlated random numbers at distant
locations. Ekert first noticed that the random-
ness of these correlations could be used to gener-
ate a secure cryptographic key and proposed the
protocol E91 [16] based on the entangled spin 1

2
particles in singled state and Bell’s theorem, and
proposed implementation using nonlocal correla-
tions between maximally entangled photon-pairs.
Soon afterwards, Bennett, Brassard and Mermin
proposed a simplified protocol based on entangle-
ment without Bell’s theorem, and showed that it
is equivalent to BB84. The security of E91 is
due to the fundamental property called monogamy
of entanglement which expresses the fact that en-
tanglement represents correlations that cannot be
shared by third parties [29–31]. This peculiar en-
tanglement trait not only provides the security of
entanglement-based cryptography, but also sheds
new light on physical phenomena in many corre-
lated systems [132].

Experiment implementations of the E91 protocol
have been made at ground stations [133, 134]. Both
the production and analysis of entangled states have
lately been tested with the SpooQy satellite, which
is a step towards the realization of a cryptographic

key generator based on entanglement in cosmic
space [135]. Quite recently, the quantum key distri-
bution has been analyzed with a small block length,
which is crucial in entanglement-based quantum
communication [136]. It should be emphasized that
the original E91 protocol was prophetic as it sug-
gested device-independent cryptography [105, 137],
based on the Bell inequality breaking, which en-
sures that the data produced by quantum devices
has a certain degree of secrecy, no matter how ex-
actly the data was generated.

12. Canonical effects
based on quantum entanglement

Ekert’s work was important for another reason.
Namely, it was the first to show that “ghostly”
EPR correlations can be harnessed into something
useful. Since then, entanglement has been viewed
not as a curiosity, but as a real physical resource
that can offer completely new unexpected effects.
The breakthrough was the discovery of dual ef-
fects, i.e., dense coding and quantum teleportation
in which the ebit plays a central role — a pair of
qubits in a maximally entangled state, distributed
between the sender and the receiver. Remark-
ably, both entanglement-based effects circumvent
the non-cloning and Holevo theorem.

12.1. Super dense-coding

Suppose Bob wants to send to Alice two bits of
information, using only one noiseless qubit. Ac-
cording to Holevo’s theorem, only one bit can be
transferred with one qubit. So Bob would need two
qubits for this. Bennett and Wiesner showed [17]
that if Alice and Bob have one ebit, then it is enough
to send only one qubit to transmit one of the four
messages (00,01,10,11) to Alice. To do this, Bob
encodes messages using local different unitary op-
erations U00, U01, U10, U11 on his qubit, generating
orthogonal Bell states (the Bell base), and sends the
qubit to Alice, which measures the combined two
qubits. The four orthogonal Bell states represent
the four distinguishable messages.

The first implementation of a super-dense photon
encoding protocol was made by Mattle et al. [138]
in which Bob performed unitary operations using
a combination of half and quarter revolutions of the
wavelet. The dense coding protocol was later im-
plemented in particular on atoms [139] and nuclear
magnetic resonance [140].

12.2. Quantum teleportation

The most astonishing prediction of quantum in-
scription is quantum teleportation — a dual effect
to dense coding that demonstrates the remarkable
power of “exotic” combination of quantum and clas-
sical resources (see the fascinating story of the dis-
covery [141]).

This time, Alice wants to send one qubit to Bob
in an unknown state, but not by a physical qubit
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transfer, having two classic bits at her disposal. Ob-
viously, quantum information cannot be transferred
with classical bits.

Let us now consider the situation when we pro-
vide partners with 1 ebit of entanglement. Alice can
now perform a measurement on her two particles,
i.e., a qubit in an unknown state φ and a particle
from the entangled pair. It is not hard to see that
this measurement is identical to what Bob did in
high-density coding. Alice gets one of four possible
outcomes with a 1

4 probability: 00,01,10,11. Having
two bits at her disposal, Alice can send information
via the classical channel to Bob which of the results
she received. Depending on the result, Bob uses
one of the transformations: U00

∼= I, U01
∼= σx,

U10
∼= σy, U11

∼= σz, where σx, σy, σz, are stan-
dard Pauli operators. At this point, his particle
from the entangled pair will be in state φ. Note
that Alice’s measurement provides no state informa-
tion (the bits are completely random), but is part
of a quantum operation. Thus, the transmission
of the qubit had to take place immediately at the
moment of Alice’s measurement. There is no con-
flict with special relativity here because quantum
inscription predicts that any operation on one sub-
system does not cause measurable changes on the
other subsystem regardless of the state of the entire
system.

Note that there is no contradiction here with the
prohibition on cloning, since the initial state of the
qubit was completely erased in Alice’s laboratory
and then recreated, but not known in Bob’s labo-
ratory. It should be finally stressed that no infor-
mation about the unknown state φ is transferred
here via a classical channel that only conveys the
message about the recovery operation at Bob’s lab
which is completely independent of φ.

The original teleportation protocol was extended
to continuous variables [142, 143]. Quantum tele-
portation was demonstrated in pioneering exper-
iments by the Zeilinger [25] and De Martini [26]
teams. Furusawa and co-workers [27] independently
carried out an unconditional teleportation on con-
tinuous variables (see in this context [142–146]).
Later, quantum teleportation was demonstrated
in many beautiful experiments [147–152]. In 2017,
a photon was teleported from a Ngari ground
station to the Micius satellite (with an orbit
from 500 to 1400) [78, 153].

Quantum teleportation has been continuously re-
searched for more than 20 years (see [154]) due to
its central role in the development of quantum in-
formation processing including quantum comput-
ing [147, 155], the quantum internet and its re-
lationship to the foundations of physics. Various
generalizations of the original protocol have been
proposed. In particular, the original protocol was
generalized including a general teleportation chan-
nel [156], multiport teleportation [157–159], telepor-
tation with multiple sender-receiver pairs [160] and
telecloning [161].

12.3. Entanglement swapping

The peculiarity of multi-particle entanglement is
that one can entangle particles that have never in-
teracted with each other in the past. That such
an effect may take place was first suggested by
Yurke and Stoler (1992) [88]. This idea was im-
plemented in the pioneering paper: “Event-ready-
detectors” Bell experiment via entanglement swap-
ping. In this scenario, arbitrarily distant partners
Alice and Cecilia, and Bob and David share entan-
gled EPR pairs of photons coming from independent
sources

|Φ+〉AC =
1√
2

(
|00〉+ |11〉

)
,

|Φ+〉BD =
1√
2

(
|00〉+ |11〉

)
. (16)

The system is then described as
|Φ+〉AC ⊗ |Φ+〉BD. (17)
Now Cecilia and Bob make a combined measure-

ment in Bell’s basis on B and C particles. As
a result, A and D particles become entangled even
though they never interacted with each other. Note
that this is equivalent to teleporting entanglement
of one EPR pair through the other. The entan-
glement swapping was soon generalized to multi-
particle systems [162]. It provided the operational
foundations of multi-photon interferometry, in par-
ticular the method of interference of photon pairs
from independent sources (see review [163]). The
entanglement swapping [164–166] has found appli-
cations, among others, in the generation of multi-
photon entangled states [167], device-independent
key distribution [168], construction of quantum re-
peaters [169–171], quantum photonics [172] and se-
cret sharing [173, 174].

13. Detection of quantum entanglement

All of the above effects and many other non-
classical tasks based on quantum information pro-
cessing require high purity quantum entanglement.
Unfortunately, this subtle resource is extremely
sensitive to interaction with the environment and
it degrades very quickly, i.e., pure states change
into mixed (noisy) states with less entanglement.
This opened up important issues: how to theoreti-
cally check whether a given state is entangled and
is it possible to detect noisy entanglement in the
laboratory?

In general, characterizing entangled states re-
gardless of the measure of utility for specific tasks
is the so-called NP difficult problem [175]. The par-
tial characterization was achieved using criteria that
provide necessary but not sufficient conditions for
deciding whether a state is entangled or not. The
breakthrough was the paper of Peres [176], who pro-
posed an extremely strong separability test based
on the partial transposition operation. From math-
ematical point of view, it is a positive but not com-
pletely positive map, thus a non-physical one. Such
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Fig. 3. The line represents a hyperplane corre-
sponding to the entanglement witnessW . All states
located to the left of the hyperplane or belong-
ing to it (in particular all separable states) pro-
vide nonnegative mean value of the witness, i.e.,
Tr(W%sep) ≥ 0 while those located to the right are
entangled states detected by the witness. The opti-
mized entanglement witness is denoted by Wopt.

an operation is performed on one S1 or S2 of the
subsystem on complex state of the system S. If the
state subjected to such non-physical surgery does
not survive in the sense that it will cease to be pos-
itive and lose its probabilistic interpretation, then
the state was entangled. Mathematically speaking,
this means that its partially transposed density ma-
trix has at least one negative eigenvalue. Based on
the complete classification of positive mappings for
low dimensions [177], it was proved that the PPT
condition is a necessary and sufficient condition for
the separability of 2 × 2 and 2 × 3 systems [178]
which gives a complete characterization for low-
dimensional states of systems. In general, a nec-
essary and sufficient, albeit non-operational, sepa-
rability condition based on positive mappings was
provided [36].

The above structural criteria based on positive
non-physical mappings of the quantum state, while
strong, cannot be implemented in a laboratory. For-
tunately, based on the geometric properties of con-
vex sets, it was possible to formulate a linear sepa-
rability criterion that could be implemented physi-
cally. Namely, from the convex set theory and the
Hahn–Banach theorem, it follows that for any en-
tangled state %ent there exists a hyperplane in the
space of operators separating %ent from the set of
separable states S. Such a hyperplane is defined
uniquely by the Hermitian operator W (entangle-
ment witness) [179]. Then, the state is entangled
if expectation value W on %ent is negative, i.e.,
〈W 〉%ent < 0 whereas its expectation value on all
separable states 〈W 〉%sep ≥ 0 (see Fig. 3).

It was shown that such a witness can be opti-
mized by shifting the hyperplane parallel to the set
S [180, 181]. Thus, the detection of entanglement
consists in measuring the mean value of a properly
selected observable. Remarkably, there is a “foot-
bridge” Jamiolkowski isomorphism [182] which al-
lows to go from nonphysical positive maps to the
physical measurable quantities to Hermitian opera-
tors (entanglement witness), which provides a nec-
essary and sufficient condition separability [178].

The entanglement witness criterion has a num-
ber of advantages: (i) it is universal in the sense
that for any entangled state there always exists
an entanglement witness, (ii) it certifies entan-
glement in experiments in the presence of noise,
(iii) it allows to detect the presence of entangle-
ment even in several measurements in contrast
to tomography, where the number of measure-
ments increases exponentially with the number
of particles. The disadvantage is that the wit-
ness must be precisely selected for the examined
state. The quantum entanglement detection based
on entanglement witnesses has found wide appli-
cations for the certification of two- and multipar-
tite states [183–191] in different physical scenar-
ios. Interestingly, the concept of a measurement-
device-independent entanglement witness which al-
lows one to demonstrate entanglement of all entan-
gled quantum states with untrusted measurement
apparatuses was introduced [192].

The theory of entanglement detection was devel-
oped in different directions [36, 193]. The other sep-
arability criteria based on a correlation tensor were
proposed [194–196] for a bipartite and multipartite
scenario. It has recently been proved that enhanced
nonlinear realignment criterion [197] is equivalent
to the family of linear separability criteria based
on a correlation tensor, i.e., the family of (linear)
entanglement witnesses [198]. It was also demon-
strated that the separability criteria based on the
correlation tensor are weaker than a positive par-
tial transposition criterion [199].

14. Entanglement distillation
and bound entanglement

After Peres discovered the entanglement criterion
of partial transposition, a problem arose. If the
state was untangled, it will remain untangled after
a partial transposition operation. It was natural to
ask whether there are states in nature that are en-
tangled and have a positive partial transposition?
When such states were discovered in 1997 [200],
they were treated as a mathematical singularity
with no reference to physical reality. At about the
same time, Bennett and colleagues were working
on the problem of how to reverse the entanglement
degradation process. In 1996, they published a pa-
per that played a key role in the theory of entangle-
ment manipulation [201] (see also [202]). Namely,
they introduced a natural class of entanglement ma-
nipulation operations by experimentalists in distant
laboratories: the two partners can perform any lo-
cal operations on their entangled particles and com-
municate via the classical channel (LOCC). Conse-
quently, they introduced the entanglement distilla-
tion protocol: The two partners share n copies of
the %AB state which contains noisy entanglement.
With the help of local quantum operations and clas-
sical communication, they determine a smaller num-
ber of m (m < n) of almost maximally entangled
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pairs — two-qubit singlet states |Ψ−〉AB . When the
protocol is optimal, the constantm/n = D is a mea-
sure of entanglement in a noisy state % (distillable
entanglement).

Distillation protocol raised a natural question:
Can all noisy states be distilled in this way? It
turned out that all noisy entangled two-qubit states
can be distilled [203]. It was a big surprise that the
distillation protocol does not work for the higher
dimension systems [31, 204]. It turned out that
the environment can contaminate pure entangle-
ment in such a way that it is no longer possible
to recover it by distillation with LOCC. Thus, the
entangled states with positive partial transposition
are non-distillable. Thus, in nature there are at
least two types of noise entanglement: free, that is,
distillable entanglement, and bound entanglement
that cannot be distilled with LOCC [205]. After
12 years, several centers simultaneously created the
bound entanglement in a laboratory on the pho-
tons [206, 207], on ions [208], in liquid in NMR [209],
with light in continuous variable [210] regime.

It has been shown that the bound entanglement
is not a rare phenomenon, since its presence was de-
tected in thermal spin systems [211, 212]. Another
surprise was that the bound entanglement can be
activated [213] and that a cryptographic key can be
extracted from bound entangled states [214]. The
latter leads to the general paradigm for distilling
classical key from quantum states in terms of the so-
called private bits (P-bits) [215] (see experimental
implementation [216]). Moreover, bound entangled
states can violate the Bell inequalities [217] and can
be useful in quantum metrology [218–220]. Another
interesting open problem is the use of bound entan-
glement states in the device-independent quantum
key distribution [221–223].

15. Breaking the classical order

When analyzing the structure of entangled states,
Schrödinger noticed another peculiarity of quantum
correlations that astonished him, as evidenced by
the three question marks that appear in his unpub-
lished notes in 1932 (Note in arxiv). In 1935, he
makes a laconic conclusion: “Best possible knowl-
edge of a whole does not include best possible
knowledge of its parts – and that is what keeps com-
ing back to haunt us.” [224]. It was very disturb-
ing because it meant breaking the classical order
in complex systems. As is known in the classical
world, the measure of the randomness (disorder) of
an individual random variable X is the Shannon
entropy

H(X) = −
∑
i

pi log (pi) , (18)

where pi — probabilities of events, and
∑
pi = 1.

For two random variables X and Y , the total
Shannon entropy is H(X,Y ) =

∑
ij pij log(pij) and

conditional entropies H(X|Y ), H(Y |X) are always

H(X|Y ) ≡ H(X,Y )−H(Y ) ≥ 0,

H(Y |X) ≥ 0, (19)
which shows that the entropy of subsystems H(X),
H(Y ) never exceeds the total entropy of the system
H(X,Y ).

In the quantum world, the measure of quantum
disorder is the von Neumann entropy S(%):

S(%) = −Tr
(
% log(%)

)
=
∑
〈φi|% log(%)|φi〉, (20)

defined for the state %, where {φi} — any complete
orthogonal system in H. When density matrix %
is diagonal, it can be regarded as a quantum coun-
terpart of a classical discrete probability distribu-
tion as a natural description of quantum informa-
tion source. The von Neumann entropy can be then
written in a form similar to the Shannon entropy

S(%) = −
∑
i

pi log(pi), (21)

where the quantum probabilities pi are the eigen-
values of the operator % and satisfy

∑
pi = 1.

The Schrödinger observation was quantified us-
ing the von Neumann entropy [225, 226]. It has
been proved that the entropy of the subsystem A
or B can be greater than the entropy of the entire
system AB only when the system is in an entan-
gled state. This implies that quantum conditional
entropies S(A|B) ≡ S(AB) − S(B), S(B|A) can
be negative, which means that the disorder in the
whole AB system may be smaller than in the sub-
systems A or B. Recalling our example with pho-
tons entangled in polarization, we can see that ev-
erything agrees. The polarizations of the photons
measured in the laboratories of Alice and Bob are
completely random, while the entangled pair is in
perfect order. Thus, the entanglement can break
the classical order which is the source of the infor-
mational “paradox” of Schrödinger.

16. Negative information
in quantum communication

Breaking of the classical order was both intrigu-
ing and incomprehensible, especially in the con-
text of Shannon’s theory, in view of the fact that
the negativity of quantum conditional entropy had
no operational significance. Let us recall that at
the heart of the classical Shannon communication
theory is the theorem of noiseless coding, which
says that a necessary and sufficient number of bits
for faithful transmission is equal to Shannon’s en-
tropy H [2]. Schumacher showed that if in Shan-
non’s theory we replace messages by quantum states
and bits by qubits, then the necessary and sufficient
number of qubits for faithful transmission is equal
to the von Neumann entropy S(%) [23]. Soon af-
terwards, Schumacher and Westmoreland [227] and
Holevo [228] generalized Shannon’s channel coding
theorem. Three kinds of quantum channel capac-
ities were introduced: classical, quantum, and pri-
vate capacity, which play an important role in quan-
tum communication [29, 229–232]. The essential
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difference between the last two capacities is the fol-
lowing: the quantum capacity is achieved in the
process which guarantees that information in any
basis stays uncorrelated from the environment after
the transfer (which may be shown to be equivalent
to BB84 paradigm). Remarkably in the definition
private capacity much more relaxed condition is re-
quired: only one base is needed to stay uncorrelated
in the above sense. Note that the private capacity
while in general higher than the quantum one may
have subject to severe restriction in quantum re-
peater scenario [233] (see more, [28]).

Meanwhile, for a long time there has been no
quantum counterpart of the Slepian–Wolf theo-
rem [234]. Namely, in 1973, Slepian and Wolf for-
mulated in the framework of classical communica-
tion the following problem: Two partners Alice and
Bob have random variables X and Y that are cor-
related with each other. Bob is given some in-
complete information of Y in advance. Alice is
in the possession of the missing information of X.
Bob’s job is to obtain the missing information of X.
The question is how much additional information
Alice has to send to her partner. Slepian and
Wolf proved that the amount of information that
Bob needs is expressed by the conditional entropy:
H(X|Y ) ≡ H(XY ) − H(Y ) which is a measure of
the partial information that Alice must send to Bob.
This quantity is always positive.

In 2005, Horodecki et al. [235] proposed a quan-
tum version of the above scenario: Alice and Bob
have a system in some unknown quantum state %AB
which contains the complete information. Bob has
some information about state %B , while Alice has
the missing information %A. The task is as follows:
how much information does Alice have to send to
Bob for him to have complete information. The
quantum equivalent of the Slepian–Wolf theorem
says that this quantity is given by the von Neu-
mann quantum conditional entropy

S(A|B) ≡ S(AB)− S(B), (22)
where S(B) is the entropy of the Bob state while
S(AB) is the entropy of the cumulative %AB
state. Contrary to the classical conditional entropy
H(X|Y ), the conditional entropy can be both pos-
itive and negative. The conditional quantum en-
tropy has an operational interpretation of missing
information:

• If S(A|B) is positive — this is the missing
information that Alice must send to Bob via
qubits (classical analogue).

• If S(A|B) is negative, Alice does not need to
send the missing information via qubits. Ad-
ditionally, Bob and Alice get free “quantum
impulses” to send a certain number of qubits
in the future, for example for teleportation.

Finally, it should be stressed that the above
analysis is a strong completion of the previous re-
sult [236] which says that for any state with the

negative quantity (22), there exists an entangle-
ment distillation protocol with one-way classical
communication (from Alice to Bob) that achieves
the number of e-bits per an input noisy pair
given by (22).

17. Entropy inequalities — nonlinear
witnesses of entanglement

The von Neumann entropy can be generalized to
the Rényi family α-entropy Sα(%):

Sα(%) =
1

1− α
ln
(

Tr (%α)
)

(23)

for α > 1.
It is easy to check that the Rényi entropy in the

α → 1 limit turns into the von Neumann entropy
S(%). The natural question was whether there are
quantum states that satisfy the analog of classi-
cal inequalities (19). In 1996 [237], it was proved
that all non-entangled (separable) states at a fi-
nite dimensional Hilbert space for α = 1.2 satisfy
α-entropic inequalities

Sα(A|B) = Sα(%AB)− Sα(%B) ≥ 0,

Sα(B|A) = Sα(%AB)− Sα(%A) ≥ 0. (24)

It presents entropic nonlinear entanglement crite-
rion which does not require a priori knowledge of
the state.

Nonlinear experimentally friendly collective en-
tanglement witnesses were also proposed, which
do not require prior knowledge of a given
state [238, 239] either. In [240], Bovino et al.
demonstrated the first experimental measurement
of a non-linear entanglement witness S2(%) =
−Tr

(
ln(%2)

)
, using local measurement on two pairs

of polarization entangled photons.
At first, it seemed that the entropy criterion

based on nonlinear entanglement witnesses, gen-
erally weaker than the criterion based on linear
ones, will not play a major role. However, it
turned out that the feature of non-linearity is its
strength. In particular, the nonlinear entangle-
ment witnesses “feel” the subtle features of entan-
glement in quantum multi-body systems. In the
last decade, there has been a renaissance of en-
tropic witnesses opening up the field for wide ap-
plications. For pure or nearly pure states, entan-
glement was detected using the Rényi S2 entropy
via a multi-body quantum interference [241–245]
and local random measurements [246–250]. An ex-
perimental measurement of nonlinear witnesses of
collective entanglement using hyper-entangled two-
quart states has been performed [251], see also [252].
Quite recently, an experimental multi-body mixed
state detection method has been proposed based
on the positive partial transposition of a density
matrix condition. This protocol gives the first di-
rect PT measurement of moments in a multi-body
system [253].
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18. Quantum parallelism as basis
for quantum computing

Quantum computing is processing information
using a sequence of unitary operations (quantum
gates) in order to obtain an answer to a predeter-
mined question, e.g. if a given number factorizable
with high probability [254]. As we have seen, a sin-
gle qubit allows two basic states to be stored and
processed simultaneously. The problem is that the
decoherence process being a result of disturbance
by environment occurs within a short time (deco-
herence time) and destroys the coherence. Roughly
speaking, decoherence time is the characteristic
time for a generic qubit state (2) to be trans-
formed into the mixture % = |a|2|0〉〈0|+ |b|2|1〉〈1|.
One of the basic conditions for effective quantum
computing requires long relevant decoherence times,
much longer than the gate operation time. This
is one of the five basic DiVincenzo criteria re-
quired for a physical implementation of quantum
computing [255]. If we take a superposition of n
qubits, then a pure state will represent a simul-
taneous superposition of N = 2n possible distinct
basic states

|Ψ〉 =

N−1∑
i=0

Ci|i〉. (25)

It is remarkable that one can process simultane-
ously an exponential number of basic states. This
feature (quantum parallelism) underlies the superi-
ority of quantum computing over classical one. To
illustrate the latter, suppose that we have access to
a quantum oracle that computes a given function
f(i) from an input i of n qubits (i = 0, 1 . . . 2n).

Having a prepared string of qubits in the fiducial
state of 0 and applying to each qubit, in parallel,
a Hadamard gate, we obtain a register of n qubits
in an equal superposition of all bit strings

H|0〉 ⊗H|0〉 ⊗ · · · ⊗H|0〉 =
1√
N

N−1∑
i=0

|i〉, (26)

where |i〉 is the computational basis state indexed
by the binary number that would correspond to the
number i in base-10 notation.

Now, suppose that the function f is evaluated
by unitary transformation Uf : |x〉|0〉 → |x〉|f(x)〉,
then the linearity of quantum formalism implies

Uf :
1√
N

N−1∑
i=0

|i〉|0〉 → 1√
N

N−1∑
i=0

|i〉|f(0)〉.
(27)

This means that all possible evaluations of the func-
tion f(x) can be done in a single step.

The idea of quantum computing received a lot of
support when it was discovered that certain diffi-
cult computational problems, such as number fac-
toring (Shor’s algorithm [22]) and searching un-
structured data (Grover’s algorithm [24]), can be
solved far more efficiently than classically. The ef-
ficiency of computation is measured by the com-
putation complexity that is the number of steps

required to solve a given task as a function of
the size of the input. The important discov-
ered algorithms: the Deutsch–Jozsa [18], Shor [22]
and Grover [24] demonstrate quantum supremacy
over classical computing. All three algorithms
have been implemented on primitive quantum com-
puters based on NMR techniques [256], in ions
traps [257] and quantum dots [258]. Since then,
many other algorithms have been discovered, such
as the quantum simulations [259] and variational
quantum solvers [260] which demonstrate quantum
supremacy (see more [261]).

Any realistic implementation of universal quan-
tum computation is a big challenge. It must meet
the DiVincenzo criteria [255]. Apart from the deco-
herence criterion, there are four more:

1. A scalable physical system with well charac-
terized qubits.

2. The ability to initialize the state of the qubits
to a simple fiducial state.

3. A “universal” set of quantum gates.
4. A qubit-specific measurement capability

(see details [255]).

Notoriously, the quantum computing process is dis-
turbed by the interaction with the environment,
causing the occurrence of errors. Therefore, both
the bit (0,1) and phase (“0 + 1”, “0 − 1”) must
be protected. This seems impossible due to the
non-cloning theorem. Fortunately, Shor [21] and
Steane [262] overcame this difficulty by introducing
the error correction codes. The trick is that the in-
formation of one logical qubit can be spread onto
a highly entangled state of several physical qubits
|0〉 → |0〉L = [(|000〉+ |111〉)(|000〉+ |111〉)

×(|000〉+ |111〉)]/2
√

2, (28)

|1〉 → |1〉L = [(|000〉 − |111〉)(|000〉 − |111〉)

×(|000〉 − |111〉)]/2
√

2. (29)
This code first introduced by Shor [21] corrects both
the bit error σx and phase error σz.

Of course, the error correction procedure itself
is not error-free. Fortunately, the possibility of
efficient quantum computing is based on the so-
called threshold theorem: If error probability of
elementary operation is smaller than some thresh-
old value p < p′, then efficient quantum comput-
ing is possible [263, 264]. In practice, this condi-
tion, which is the basis of efficient quantum com-
puting, is extremely demanding. Already in 1995,
it was demonstrated that the quantum comput-
ing can be implemented with cold ions confined
in a linear trap and interacting laser beams [265].
The first 7-qubit quantum computer from IBM and
Stanford University based on nuclear magnetic res-
onance realized Shor’s algorithm, decomposition of
the number 15 = 3× 5 [256].

The scale of the difficulties is evidenced by
the fact that a qualitative breakthrough in this
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field took place only after 18 years. Namely, re-
searchers at Google’s quantum-computing labora-
tory in Santa Barbara, California, announced the
first-ever demonstration of quantum supremacy on
the 53 qubit quantum computer Sycomore, made of
superconducting circuits that are kept at ultracold
temperatures [266]. It executes algorithms quan-
tum with 1500 gates. It is an impressive achieve-
ment, however, it was designed for a specific prob-
lem — boson sampling [267], which is a simplified
non-universal model for quantum computing that
may hold the key to implementing the first ever
post-classical quantum computer. More specifically,
this is the process in which a very nontrivial out-
put statistic is achieved quantumly which requires
(under some reasonable assumptions) exponentially
longer time to be produced by classical machines.
While it is not a quantum algorithm in a standard
form, its remarkable practical applications to fast
finding of some graph properties are predicted.

In December 2020, Jian-Wei Pan and col-
leagues at the University of Science and Technol-
ogy of China in Hefei announced a photon-based
quantum computer, which demonstrates quantum
supremacy via boson-sampling with 50–70 detected
photons [268]. It could find solutions to the boson-
sampling problem in 200 seconds, while classical
China’s Taihu-Light supercomputer needs 2.5 bil-
lion years. In contrast to Google’s Sycamore,
the Chinese team’s photonic circuit is not pro-
grammable [269].

19. Entanglement — resource
in quantum metrology

The discovery that the use of entangled states
in quantum metrology can improve the precision
of measurements [270, 271] led to a rapid develop-
ment of quantum enhanced metrology [49] which
allows to measure physical quantities by estimating
the phase shift θ using interferometric techniques.
A basic problem in quantum metrology can be for-
mulated as in the diagram of Fig. 4: A probe state
% of N particles is prepared and then is subject to
a parameter-dependent quantum channel Λθ. The
state %θ = Λθ(%) is finally measured via the POVM
measurement {Πi}I . It provides conditional proba-
bility distribution p(i|θ), which is used to estimate
θ via the estimator function Θ̃(i) for the given mea-
surement outcome i. The estimation of the phase
shift is limited by uncertainty

∆2θ̃ =
〈(

θ̃ − θ
)2 〉

, (30)

where 〈·|·〉 means the average over all measure-
ment results. The task is to find the optimal probe

Fig. 4. Phase estimation scheme.

state %, the optimal measurement Π and estima-
tor, which minimize the uncertainty. For unbi-
ased estimators and m independent measurements,
the phase uncertainty is limited by the quantum
Cramer–Rao bound

∆θ̃ ≥ 1√
mFQ(%θ)

(31)

where FQ is the quantum Fisher information which
quantifies the asymptotic usefulness of quantum
state and it can be estimated for different quantum
channels [49].

For unitary and noiseless quantum channel %θ =
Λθ(%) = e− iHθ%e+iHθ, the quantum Fisher in-
formation optimized over measurement can be ex-
pressed in the form

FQ (%,H) = 2
∑
k,l

(λk − λl)2

λk + λl
|〈k|H|l〉|2, (32)

where H is the generator of the phase shift of the
system, and % =

∑
k λk|k〉〈k|,

∑
k λk = 1.

For unitary dynamics of the linear two-mode
interferometer, the generator of the phase shift is
H ≡ J~n = ~n · J , where J~n is a component of
the collective spin operator angular momentum in
the direction ~n. It has been shown [272, 273]
that for the separable input N -particle states,
the quantum Fisher information is bounded by
FQ (%sep,J~n) ≤ N . Hence, the phase uncertainty ∆θ̃
is bounded by the standard quantum limit (SQL)
∆θSN : ∆θ̃ ≥ ∆θSN , where

∆θSN =
1√
mN

. (33)

By using entangled probe states, it is possible to
overcome the SQL [49]. Quantum formalism im-
poses fundamental constraints on measurement pre-
cision that scales like 1/N . It has been shown
that for general probe states of N particles, FQ is
bounded by FQ (%,J~n) ≤ N2, [272, 273] and this
inequality can be saturated by certain maximally
entangled states. It allows to obtain the optimal
Heisenberg bound for the phase uncertainty

∆θHN =
1√
m

1

N
. (34)

Note that the genuine multipartite entanglement is
needed for reaching the highest sensitivities in some
metrological tasks using two-mode linear interfero-
meter [274–276]. Recently, various experiments
have demonstrated beating the SQL (see [277] and
references therein).

In a realistic scenario, quantum phase estimation
requires taking into account the influence effects of
losses and decoherence [278–285]. In particular, for
N probe particles prepared in state %N and noisy
channel Λ⊗NΘ , that acts independently on each par-
ticle %Nθ = Λ⊗NΘ (%N ), quantum Fisher information
FQ(%Nθ ) has asymptotically inN a bound that scales
linearly with N : FQ(%Nθ ) ≤ Nα giving bound [281]:

∆θ̃ ≥ 1√
αmN

, (35)
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where α is constant. Thus, the supremacy over SQL
is only limited to constants factor. In particular, in
the optical interferometry with losses for a generic
two-mode input N -photon state with precisely de-
fined total photon number N , the limit of phase
sensitivity is

∆θ̃ ≥
√

1− η
ηN

, (36)

where η is the optical transfer coefficient. This
bound generalized to states having uncertainty of
the photon number, such as coherent states and
squeezed states, was used to estimate the funda-
mental bound on GEO 600 interferometer strain
sensitivity [286], where the phase noise decoher-
ence [287], and quantum back-action are negligi-
ble [270]. It has been shown that the coherent-state
squeezed vacuum strategy is the optimal one for
phase estimation with high precision on absolute
scale [286].

Recently, a framework for optimization of quan-
tum metrological protocols based on the tensor net-
work approach for the channel with the correlated
noise and the phase parameter unitarily encoded
has been presented [285]. Note that the multipa-
rameter estimation theory offers a general frame-
work to explore imaging techniques beyond the
Rayleigh limit [288].

Generally, the relationship between quantum
metrology and the structure of quantum states is
still not entirely clear. For example, there are very
weakly entangled states (bound entangled states)
metrologically useful [218, 219] as well highly entan-
gled states that are not useful for metrology [289].
It leads to the question: Are there any situations
where some synergy effects possibly occur with
analogy to previous communication protocols such
as activation of bound entanglement?

In an attempt to answer this question, the crite-
rion of metrological usefulness has been proposed
as follows [290]: The state % is metrologically useful
if there exists Hamiltonian H such that Fisher
quantum information (32) is sharply greater than
Fisher information for separable states FQ (%sep, H)
maximized over all separable states

FQ (%,H) > max
%sep

= FQ (%sep, H) =: F
(sep)
Q (H).

(37)
Then, the metrological gain with respect
to the Hamiltonian H defined as gH(%) =

FQ (%,H) /F
(sep)
Q (H) leads to the optimal gain

g(%) = maxlocalH gH(%). Having such defined
metrological usefulness, it has been shown that the
bipartite entangled states that cannot outperform
separable states in any linear interferometer, how-
ever, can still be more useful than separable ones if
several copies of them are considered or an ancilla
is added to the quantum system. In particular, it
has been proved that all entangled bipartite pure
states are metrologically useful.

20. Final remarks

In this article, I have focused only on selected
aspects of quantum information. There are many
other fascinating phenomena that deserve presen-
tation. These include quantum correlations beyond
entanglement [44, 291], nonlocality without entan-
glement [292], quantum channel super activation ef-
fect [44, 293], locking classical correlations in quan-
tum states [294], resources theoretical approach
to quantum thermodynamics [40], quantum Dar-
winism [295–297], objectivity [298–301], quantum
based randomness amplification against postquan-
tum attacks [302–304] and others. They all under-
line the extremely complex nature of quantum infor-
mation, which is not yet fully understood and pro-
vokes many open questions (see for example [305]).
Among others there is a long-standing question:
Can the quantum formalism be consistently ex-
tended to include quantum gravitation effect? If
so, how will it impact the quantum information
concept?
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