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Observer-Based Synchronization of a New Hybrid Chaotic

System and Its Application to Secure Communications
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This paper presents an interesting issue of using hybrid dynamical system to chaos synchronization and its
application in secure communication using a new 5D hyperchaotic systems. The slave system is modeled by an
unknown input observer, in which the unknown input issued from the hybrid system is the transmitted information.
Based on the descriptor observer design, the Lyapunov stability theory and some robustness criteria, new su�cient
synthesis conditions are given in terms of linear matrix inequalities that we can obtain the estimations of both the
hybrid system states and the transmitted signals. Numerical examples are provided to show the performances of
the proposed approach.
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1. Introduction

Since Rössler �rst introduced the hyperchaotic dynam-
ical system [1], many hyperchaotic systems have been
proposed in the last few years [2, 3]. Hyperchaos syn-
chronization is one of the critical issues in nonlinear sci-
ence, for its theoretical challenge and its applications in
biological systems, secure communication, arti�cial neu-
ral networks, and so on [4]. A variety of approaches have
been proposed for the synchronization of hyperchaotic
systems such as linear control [5], wavelet transform [6],
and so on.
In this paper, the problem addressed is the design of

a synchronization scheme such that the response sys-
tem can synchronize the driving system globally and
its application in secure communication. In the trans-
mission scheme, we propose a transmitter system com-
bined of a continuous-time 5D hyperchaotic system and
a discrete-time chaotic system called modi�ed Henon.
To make its structure more complex, the states of the
continuous-time system are introduced in the dynamic
of the discrete-time system. The receiver is composed
from a continuous unknown input observer and a discrete
full-order state observer. The simulation results are �-
nally presented to visualize the satisfactory synchroniza-
tion performance and the recovering of the transmitted
signals.

2. Secure communications system

Inspired from [7], the global scheme of the proposed
secure communication system is given by Fig. 1.
The transmitter is composed of three blocks:

a continuous-time hyperchaotic system, a discrete time
chaotic system, and a multiplexing block.
1) Continuous-time chaotic system: Consider the fol-

lowing chaotic system described by:

ẇ = A1w +B1s1 + f (w, s1, y1) ,

Fig. 1. Transmission chain based on a hybrid dynam-
ical system.

y1 = C1w +D1s1. (1)

w ∈ Rn, y1 ∈ Rp and s1 ∈ Rm denote the state, out-
put, and information signal, respectively. A1, B1, C1,
and D1 are real known matrices. f(w, s1, y1) is the non-
linear item of the system. We introduce the following
notations for simplicity of the presentation:

E = [In 0], M = [A1 B1], H = [C1 D1]

and ϕ =

(
w

s1

)
. (2)

2) Discrete-time chaotic system: Consider a discrete-
-time chaotic system described by [8]:

x(n+ 1) = A2x(n) +B2f2(x(n)) + C2 +B0s2(n),

y2(n) = dTx(n) +Kf(x(n)) + s2(n) = ξ(n) + s2(n).

(3)

x ∈ Rl, y2 ∈ Rq and s2 ∈ R denote the state, output,
and information signal, respectively. A2, B2, and C2 are
real known matrices. f2(x(n)) is the nonlinear item of
the system. At the emission level, our aim is to make the
structure of the discrete system more complex and to
transmit the two messages. To do this, we introduce in
the dynamics of discrete-time system, the states w1, w2,
w3, w4, and w5 of the continuous-time system, sampled
with a rate T1.

(259)
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Fig. 2. Time response of x1 and z1.

Fig. 3. Time response of x2 and z2.

3) Multiplexing block : each transmission cycle is com-
posed of 10 periods T1. The signal y1 which comes from
the continuous-time system will be �rst sampled with a
period T2, but only blocked during T1. The signal y2
comes from the discrete-time system is sent during 9T1.

The receiver is composed of three blocks: a continuous-
-time hyperchaotic observer, a discrete time chaotic ob-
server and a demultiplexing block.

4) Continuous-time hyperchaotic observer : The hyper-
chaotic receiver system proposed is in the form [9]:

ż = Nz + Ly1 + g(z, y1),

ϕ̂ = z +Qy1, (4)

where ϕ̂ denotes the state estimation vector of ϕ. Q is
a real matrix that veri�ed PE + QH = In+m with P is
a real matrix. Matrices N , L and the nonlinear vector
�eld g(z, y1) should be determined such that ϕ̂ converges
asymptotically to ϕ.

Consider the error vector

e = ϕ̂−ϕ. (5)

Substituting (4) and (2) into (5) we obtain:

e = z − PEϕ. (6)

Then, the error dynamics is

ė = ż − PEϕ̇. (7)

From (2), (4) and by making use of (7), we obtain

ė = Ne+ (N + FH − PM)ϕ

+ g(z, y1)− Pf(ϕ, y1) (8)

Fig. 4. Time response of x3 and z3.

Fig. 5. Time response of x4 and z4.

with F = L−NQ. If we take
N = PM − FH
and g(z, y1) = Pf(ϕ̂, y1) = Pf(z +Qy1, y1), (9)

then the error dynamics becomes

ė = Ne+ Pf(ϕ̂, y1)− Pf(ϕ, y1). (10)

In order to recover the message z and s1, the following
theorem must be veri�ed.

Theorem: The error system is asymptotically stable
limx→∞ e = 0 if f(ϕ, y) is assumed to be Lipschitz

‖f(w, s1, y1)− f(z, r, y1)‖ < λ

∥∥∥∥∥
(
w − z
s1 − r

)∥∥∥∥∥
with λ a positive real scalar. D is full column rank.

The system (A1; B1; C1; D1) is of minimum phase.(
NTR+RN + ελ2In+m RP

PTR −εIn+m

)
< 0 is solvable

with R a positive symmetric matrix, ε� a positive num-
ber.

5) Discrete-time chaotic observer : The discrete-time
receiver is described by

x̂(n+ 1) = A2x̂(n) +B2f2(x̂(n)) + C2

+B0[y2(n)− ξ(n)],
ξ(n) = dTx̂(n) +Kf(x̂(n)). (11)

Let ŝ2 = (y2 − ξ̂), where x̂ denotes the state estimation
vector of x. Matrices B0, d

T andK should be determined
such that ŝ2 converges to s2. De�ning the synchroniza-
tion error: e2 = x̂ − x, and verifying the following theo-
rem, we can recover the message s2.
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Fig. 6. Time response of x5 and z5.

Fig. 7. Time response of x1 and x̂1.

Theorem: The error system is asymptotically stable
limn→∞ e2 = 0 if

B0 = B2/K,

K 6= 0,

dT satis�es: λi(A2 −B2d
T/K) < 1, i = 1, . . . , n.

6) Demultiplexing block : First the received signal is de-
multiplexed on two signals y1, and y2. Then the signal y1
is �rst memorized during a period T2 = 10T1, �nally the
signals y1, y2 are introduced, respectively, in continuous
and discrete observers.

3. Numerical results

The fourth-order Runge�Kutta integration method is
used to obtain the solutions of the continuous chaotic
systems with a step size equal to 0.0001. The ini-
tial value of the hyperchaotic system is chosen as
(w1(0), w2(0), w3(0), w4(0), w5(0)) = (1, 3, 1, 0.5, 2). The
initial value of the unknown input observer system is
(z1(0), z2(0), z3(0), z4(0), z5(0)) = (3, 2, 2, 5, 4) and the
nonlinearities of the 5D hyperchaotic system satisfy the
Lipschitz conditions. The continuous system with hyper-
chaotic 5D system is described by [10]:

Fig. 8. Time response of x2 and x̂2.

Fig. 9. Time response of x3 and x̂3.

ẇ(t) =


−a1 a1 0 0 0

a2 a2 0 0 0

0 0 −1 0 0

0 0 0 −a3 0

−a5 0 0 a4 −a4

w(t)

+


x2x3x4x5
−x1x3x4x5

0.1x21
x1x2x3x5
x1x2x3x4

+


0

30

0

0

0

 s1(t),

y1 =
[
0 1 0 0 0

]
w(t) + s1(t),

where a1 = 37, a2 = 14.5, a3 = 10.5, a4 = 15
and a5 = 9.5. The �rst transmitted signal is
s1(t) = 0.5 sin(60πt). The discrete time chaotic
system used is the modi�ed Henon given by

x(n+ 1) =

 0 0 −b
1 0 0

0 1 0

x(n) +
 −10

0

x22(n)
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Fig. 10. Time response of s1 and r. Inset is zoom for
interval t = [2.7÷ 3].

Fig. 11. Time response of s2 and ŝ2. Inset is zoom for
interval t = [3÷ 4].

+

 a

0

α1z1(n)+α2z2(n)+α3z3(n)+α4z4(n)+α5z5(n)



+

 −10
0

 s2(n),
y2(n) =

[
0 0 0.1

]
x(n) + x22(n) + s2(n)

= ξ(n) + s2(n),

with a = 1.76, b = 0.1. The initial values are cho-
sen as (x1(0), x2(0), x3(0)) = (0.1, 0.1, 0.1). The second
transmitted signal s2(t) is a square signal with a period
T = 0.05 s.
Matrices P , Q, N and L of the state observer are

P =



1 0 0 0 0

0 1 0 0 0

0 0 1 0 0

0 0 0 1 0

0 0 0 0 1

0 −1 0 0 0


, Q=



0

0

0

0

0

1


, L=



0

30

0

0

0

−30


,

N=



−37 −35.84 0 0 0 −72.84
14.50 −66.92 0 0 0 −51.42
0 0 −1.00 0 0 0

0 7.66 0 −10.50 0 7.66

−9.5 54.19 0 15.00 −15.00 54.19

−14.50 31.80 0 0 0 16.30


.

In Figs. 2�6 hyperchaotic system states and their esti-
mations can be seen in the time interval of [0, 4] s. From
Figs. 7�10 we can �nd that synchronization between (3)
and (11) has been achieved. Figures 10 and 11 show the
transmitted signals and the recovered signals. The above
simulations con�rm that the proposed scheme operates
satisfactorily and the information signal can be asymp-
totically recovered.

4. Conclusion

This paper proposes a new secure communication
scheme using the new 5D hyperchaotic system. If a mas-
ter system (hybrid chaotic system) satis�es certain con-
ditions, then the salve system can be constructed using
continuous and discrete nonlinear observer to establish
the synchronization and to recover the hidden messages.
Simulation results have been given to demonstrate the
analytical results.
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