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W e present a scheme for direct and conÙdentia l comm unication bet w een
A lice and Bob , w here there is no need for establis hi ng a shared secret key
Ùrst, and w here the key used by A lice even will b ecome know n publicl y.

T he communication is based on the exchange of single photons and each
and every photon transmits one bit of A lice 's message w ithout revealing any
inf ormation to a potential eavesdropp er.
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1. I n t rod uct io n

It is generally believed tha t crypto graphy schemes are only com pletely secure
when the two com muni cati ng parti es, A l i ce and B o b, establ ish a shared secret key
before the tra nsmission of a message. Thi s means they Ùrst have to create a random
bi t sequence, whi ch is not kno wn to anyone else, and whi ch is of the sam e length
as the m essage. In order to communi cate, Al ice then multi pl ies the bi ts of the
m essage one by one wi th the key bi ts. W hen she announces the resul t to Bob,
or even publ icly, then he is the only one who can interpret i t and deduce Al ice' s
m essage.

As shown in a seminal paper by Bennett and Brassard in 1984 [1], Al ice
and Bob can establ ish a shared secret key by exchanging single qubi ts, physi cal ly
rea lised by the polari sati on of photo ns, for exam ple. The proto col of the proposed
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scheme, tha t became kno wn as BB8 4, is as fol lows. Fi rst, Al ice prepa res a photo n
in a certa in polari sati on state, a basis vecto r in a two -dim ensional Hi lbert space.
Thereby she choosesat rando m between two com plementa ry bases.Af terwa rds she
forwa rds the photo n to Bob who now perf orm s a measurement on the incom ing
state. If he cho osesthe sam e basis as Al ice, whi ch happens wi th a chance of 50%,
they can agree about one key bi t. At the end of a tra nsmission they check whether
i t was secure or not by just comparing some key bi ts. An eavesdropper can be
noti ced because his intercepti on causes an error rate of at least 25%.

In 1987 Vaidm an, Aha ronov and Al bert publ ished a paper [2] wi th the ti tl e
\ Ho w to ascerta in the values of ¥ x , ¥ y , and ¥ z of a spin-1 =2 parti cle" and de-
scribed a paradox tha t later became kno wn as the Mean Ki ng' s Problem [3]. The
quantum -opti cal version of the ki ng' s pro blem pro posed recentl y [4] suggests a new
crypto graphy scheme, presented in R efs. [5, 6]. In the present paper we focus on
a f urther developm ent, namely a modi Ùcati on tha t al lows Al ice to send a message
to Bob wi tho ut the need to establ ish a shared secret key Ùrst.

The proto col of thi s new scheme has, of course, many simi lari ties to BB8 4 [1],
i ts later modiÙcati ons [7{ 9] and the proposal m ade by Ekert in 1991 based on
enta ngled photo n pai rs [10]. But i t is much m ore tha n just another m odi Ùca-
ti on. In contra st to BB8 4 and i ts various \ analyti cal conti nuatio ns" , whi ch are
p r ob ab il i stic , the scheme we describe here is d eter mi nistic . Each and every pho-
to n sent and detected wi l l eventua l ly contri bute a key bi t. In addi ti on, and thi s
is another im porta nt requi rem ent for di rect and conÙdenti al communi cati on, no
inf orm ati on is revealed to a potenti al eavesdropper. The only other pro posal wi th
determ inisti c features is the one of Goldenberg and Vaidma n [11].

Al together, the tra nsmission of a m essage becomes m ore e£ cient tha n in
other schemes. The pri ce to be paid for thi s e£ ci ency ra ise is tha t each photo n
now has to be prepa red in a two- qubi t sta te and not onl y in a single-qubi t sta te.
T o obta in these states Al ice can use, for instance, the spati al bi nary al terna ti ve of
a photo n wi th the basis states j R i and j Li and the two polari sati ons j v i and j hi .
Here, j Ri and j Li describe a photo n tra veling either in the \ ri ght" Ùber or in the
\ left" Ùber. How any desired superpositi on of such tw o-qubi t photon states can be
prepa red is described in Ref. [4].

In the next section we summari se the basic idea tha t can be used to construct
di rect conÙdenti al quantum com muni cati on schemes. In Sec.3 we describe concrete
pro posals for i ts real isati on. The security against eavesdroppi ng atta cks of the
general intercept- resent ki nd is addressed in Sec. 4. Af ter di scussing a possible
exp erimenta l setup, we concl ude wi th a summary of our resul ts.

2 . T he b asic id ea

In thi s secti on we describe the essential ingredi ents needed for quantum
crypto graphy . The basic pro to col tha t al l schemeshave in com mon is the fol lowing :
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Al ice (the sender) exchanges sing le qubi ts wi th Bob (the receiver), each of them
prepa red in a certa in state. As usual she choosesat random between di ˜erent typ es
of states labeled by n . Here we choose the nota ti on such tha t states tra nsmi tti ng
a \ + " bi t are denoted by j n + i . In order to tra nsmi t a \ À " bi t Al ice prepares the
state j n À i . If a photo n arri ves at Bob' s end, he perf orm s a m easurement on i ts
state whereat he swi tches at random between at least two di ˜erent m easurem ent
bases. In the fol lowi ng, there wi l l always be only two di ˜erent measurements he
can choose and we denote the corresponding basis states by j B n i or j C n i .

As in Refs. [5, 6 ], let us call the eavesdropp er E v an . He has ful l access to
al l communica ti on channel s between the tw o parti es. Thi s m eans, he can perform
any possibl e quantum mechanica l operati on on the photo ns in tra nsmission and
he can listen into the classical com muni cati on between Al ice and Bob. Securi ty of
the scheme is assured when Ev an' s presence leads to a signiÙcantl y increased error
ra te in the bi t tra nsmission. At the end of a tra nsmission, Al ice and Bob com pare
som e of thei r bi ts to test whether thi s rate is above a certa in percentage l imit or
not. If not, Al ice announces the encrypted message vi a a cl assical com muni cati on
channel or even publ icly.

Up to now, our descripti on appl ies to any quantum crypto graphy scheme. If
Al ice and Bob wa nt to have a scheme to establ ish a shared secret key, the states
j n

Ï
i , j B n i , and j C n i only ha ve to fulÙll the condi ti on tha t Bob can, at least in some

cases, deduce whi ch bi t Al ice sent from the kno wl edge of n and the corresp ondi ng
outco m e of hi s m easurement. In BB8 4, thi s appl ies to 50% of the pho tons whi ch
then pro vi de one key bi t each. W hether Ev an can gain any kno wl edge about
the bi ts in tra nsmission or not does not matter. Al ice and Bob only use the key
sequence they created i f they can veri fy the absence of any eavesdroppi ng attem pts.

T o obta in a more e£ ci ent scheme, Al ice and Bob should m axi mi se the rate
of photo ns they can use to establ ish a key bi t. One can even assure tha t Bob
al w a y s kno ws whether Al ice sent a \ +" or a \ { " bi t by using a four- di mensional
Hi lbert space [5, 6]. Thi s is the case,when a photo n in j n + i cannot cause the same
m easurement outco m e as a photo n in j n À i . For instance, if n = 3 and Bob found
j C 2 i and kno ws tha t j C 2 i overl aps wi th the state j 3 + i , but not wi th j 3 À i , then he
obta ins a \ +" bi t. Thus every one of Bob' s m easurements m atches wi th wha tever
state Al ice prepared and the scheme is determ inistic.

If Al ice and Bob want to com munica te di rectl y and conÙdenti al ly, then there
is another condi ti on tha t has to be fulÙlled: W hatever operati on Ev an perform s
on the photo n state, he should not be able to gain any inf orm ati on about the
bi t in tra nsmission. Let us assume tha t Al ice uses al l state pai rs wi th the same
frequency. T o Ùnd out whether a photo n carri es a \ +" or a \ { " bi t, Ev an has to
answer the questi on whether i ts state belongs to the subspace spanned by al l j n + i

states or to the subspace spanned by all j n
À

i states. If

X

n

j n + i h n + j =
X

n

j n
À

ih n
À

j ; (1)
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then these two subspaces are compl etely indi stinguishable and the bi t in tra nsmis-
sion is perfectly concealed in the state space.

3. A co n cr et e sch em e for d i r ect co m m u ni cat io n

In thi s secti on we present a concrete scheme f or di rect com muni cati on be-
tween Al ice and Bob. T o do so let us assume tha t

j n + i ² j B n i and j n
À

i ² j C n i : (2)

Then the states j n + i and j n À i , respecti vel y, evenly span the who le Hi lbert space
and clearly ful Ùll condi ti on (1). They equal either one or the other m easurem ent
basis of Bob. Note tha t such a coding is di ˜erent to BB8 4 and i ts m odiÙcati ons,
where the states j n + i and j n

À
i always belong to the sam e set of basis states.

T o assure tha t Bob always kno ws how to interpret his m easurement resul t
there shoul d be no overl ap between basis states wi th the sam e index n , i .e.

h B n j C n i = 0 : (3)

If Bob Ùnds the photo n, for instance, in j B m i wi th m 6= n , then he kno ws imme-
di atel y tha t Al ice prepared i t in j n À i . The reason is tha t a photo n in j n + i cannot
cause a \ click" at thi s detecto r. Otherwi se, if n coincides wi th m , then he kno ws
tha t he received a \ +" bi t. Thi s tel ls him tha t he m easured the same basis as the
one used by Al ice to prepa re the photo n state.

The pro to col for di rect and conÙdenti al com muni cati on ori ginati ng from thi s
ansat z is the fol lowing : Fi rst, Al ice creates a random succession of ciphers n tha t
wi l l serve as her crypto graphi c key. The length of thi s sequence should coinci de
wi th the length of her message. Dependi ng on whether she wants to tra nsmi t a
\ +" bi t or a \ { " bi t next, she prepa res the photo n either in j B n i or in j C n i wi th
n accordi ng to the next num ber of her key and sends i t to Bob. Bob m easures at
random ei ther the B or the C basis on each incoming photo n. Af ter Al ice and Bob
assured each other tha t the tra nsmission was secure (how well thi s can be done is
di scussed in the next section), Al ice publ icly announces her key. In doing so, she
reveals the m essage to Bob.

Up to now, we have not yet answered the questi on, what the B and C basis
should look l ike. Let us assume here tha t Al ice and Bob use sing lephoto n tw o-qubi t
sta tes [4]. Then al l sta tes are part of a four- dim ensional Hi lbert space but our re-
sul ts can also be carri ed over easily to higher di mensions. No te, tha t is not possible
to Ùnd a non- tri vi al soluti on to Eqs. (2) and (3) in lesstha n four dim ensions, thi s
m eans a soluti on f or whi ch the states j C n i are not j ust a perm uta ti on of the states
of the B basis.

In the fol lowi ng, we denote the basis tra nsform ati on tha t ro ta tes the B basis
into the C basis by A and wri te

( j C 1 i ; j C 2 i ; j C 3 i ; j C 4 i ) = ( j B 1 i ; j B 2 i ; j B 3 i ; j B 4 i ) A : (4)
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Condi ti on (3) is then fulÙlled i f the uni ta ry 4 È 4 m atri x A has onl y vanishi ng
di agonal elements. Besides thi s, there are no other restri cti ons on A and there are
m any choicesAl ice and Bob can m ake. For sym metry reasons, let us assume tha t A
is not onl y uni ta ry but also Herm i ti an. Then the inverse of the tra nsform ati on (4)
is also furni shed by A .

It is su£ cientl y general to consider m atri cesof the form

A = i

0

B
B
@

0 a 1 a 2 a 3

À a 1 0 a 3 À a 2

À a 2 À a 3 0 a 1

À a 3 a 2 À a 1 0

1

C
C
A (5)

where the param eters a i are real and f ulÙll the norm alisatio n constra int

a 2
1 + a 2

2 + a 2
3 = 1 : (6)

Thus, Al ice and Bob have two f ree param eters whi ch they can chooseto thei r l iki ng.
Bob' s probabi l i ti es to Ùnd the incom ing photo n in a certa in state are summ arised
in T able.

T ABLE

Bob' s probabil ity to Ùnd a certain measurement outcome
for the scheme corresp ondi ng to Eq. ( 5).

A lice' s Measurement outcome at Bob' s end

photon state B 1

1 0 0 0 0

0 0 0 0

0 0 0 0

0 0 0 0

0 1 0 0 0

0 0 1 0 0

0 0 0 1 0

0 0 0 0

In the next two sections we wi l l see tha t the ful ly sym m etri c choice

a 1 = a 2 = a 3 = 1 =
p

3 (7)

m axim isesthe error ra te tha t a potenti al eavesdropper intro duces in the bi t tra ns-
m ission between Al ice and Bob. Ano ther soluti on is to choose

a 1 = a 2 = 1 =
p

2 and a 3 = 0 : (8)

In thi s case, the experim enta l impl ementati on of the corresp onding scheme is
parti cul arl y simpl e, see in Sec. 5 below. T o prepare a photo n in one of the states of
the B and the C basis does not requi re to pro duce enta nglement between the two
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degrees of freedom , the spati al coordi nates and the polari sati on, of the pho ton.
Neverthel ess, the error ra te intro duced by an eavesdropper is sti l l relati vel y large.

Fi nal ly, we woul d like to convi nce oursel ves tha t wha tever the param eters a i

are, i t is indeed impossible for Ev an to gain any inf orm ati on wi tho ut the kno wl edge
of Al ice's key. The reason is tha t the states j n + i (and j n À i , respecti vely) equal ly
span the who le Hi lbert space. As long as Al ice chooses equal ly l ikely between the
four possible values of n , she prepa res the ensembl e of photo ns wi th a \ +" bi t in
the mixed state tha t is given by the (no rm al ised) identi ty matri x. The sam e appl ies
to the ensembl e of photo ns tha t carry a \ { " bi t. Thus whatever Evan measures,
the pro babi l it y to Ùnd the photo n in a certa in state always equals 1/ 4 and Ùnding
a certa in state does not reveal any inf orm atio n to Ev an.

4. Secu r i t y agai nst in ter cep t -r esen t at t ac ks

The securi ty of the scheme we present here resul ts from the fact tha t Al ice
does not reveal her key before she is not convi nced tha t no eavesdropper has
been l istening in. T o test whether thi s is the case or not, Al ice and Bob pro ceed
as fol lows: Al ice intersp erses her message wi th a fai r num ber of contro l bi ts at
random positi ons and of rando m v alues. Onl y Al ice knows whi ch ones are the
contro l bi ts and whi ch ones the m essage bi ts. Af ter the tra nsmission of al l photo ns,
she tel ls Bob whi ch photo ns carri ed contro l bi ts and he tel ls her in whi ch state
he found them . If Al ice veri Ùes tha t Bob' s Ùndings are consistent wi th wha t she
sent, then they concl ude tha t the tra nsmission was secure. Otherwi se, if the error
ra te is above a certa in percentage level, they should not trust in the securi ty of
thei r com muni cati on and Al ice should repeat her tra nsmission using a di ˜erent
crypto graphi c key.

Let us now imagine tha t Ev an is listeni ng in and determ ine the minimum
error rate he causesin case of the setup described in the previ ous section. By doing
so we do not care whether Ev an can gain any inf orm ati on in thi s wa y or not, once
Al ice reveals her key. Let us assume, as usual , tha t Evan intercepts every photo n
and perform s a m easurem ent on i t. Af terwa rds he forwa rds a replacement to Bob
accordi ng ly, nam ely in the two- qubi t sta te tha t has the best chance of avoidi ng
wro ng detecto r clicks at Bobs end.

In the fol lowing we denote the states of Ev an' s measurement basis by j E k i .
As expl ained at the end of the previ ous section, the pro babi l i ty to Ùnd the photo n
in a certa in state always equals 1/ 4 and Ev an cannot gain any inf orm ati on from his
m easurement. For sim pl ici t y we consider only the stra teg y in whi ch Ev an forwa rds
the photo n in exactl y the sam e state he f ound i t in. In thi s way he forwa rds i t
at least in a state tha t has some overl ap wi th the state prepared by Al ice. Mo re
general stra tegies in whi ch Ev an opti m ises the forwa rded state can be analysed
as well , but tha t is techni cally more demandi ng, and we are here content wi th
ref erring the reader to the detai led di scussion in [6].
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The pro babi li t y tha t Al ice prepares her photo n in j n + i equals 1/ 8 and the
pro babi l ity tha t Bob measures the B basis is given by 1/ 2. In thi s case, an error
occurs i f Bob Ùnds the photo n in j B m i wi th n 6= m . The contri buti on of thi s case
to the to ta l error probabi l i ty is given by

1

8
Â

1

2

X

k

j h E k j n + ij
2

X

m 6= n

j h E k j B m ij
2 =

1

1 6

ê

1 À

X

k

j h E k j B n ij
4

!

; (9)

because the probabi l i t y tha t Ev an m easures j E k i i s in thi s case j h E k j n + ij
2 whi lst

j h E k j B m ij
2 i s the probabi l i ty tha t Bob Ùnds the photo n af terwa rds in j B m i . Ana l-

ogousl y, one Ùnds tha t the contri buti on to the error rate is given by

1

1 6

X

k

j h E k j n + ij
2

j h E k j n À ij
2 =

1

1 6

X

k

j h E k j B n ij
2

j h E k j C n ij
2 ; (10)

i f Bob measures the C basis instead of the B basis. In thi s case an error occurs onl y
i f Bob Ùnds the photo n in j n À i . Calcul ati ng the contri buti ons to the to ta l error
ra te when Al ice prepares the photo n in the state j n À i leads to the same resul t but
wi th j B n i replaced by j C n i and vi ce versa.

T o calcul ate the to ta l error ra te P err o r one has to sum over al l contri buti ons
and al l possible values of n . D oing so leads to

P erro r =
X

n

"
1

8
À

1

1 6

X

k

( j h E k j B n ij
4 + j h E k j C n ij

4 + 2 j h E k j B n ij
2

j h E k j C n ij
2 )

#

=
1

2
À

1

1 6

X

n

X

k

À
j h E k j B n ij

2
À j h E k j C n ij

2
Â2

: (11)

Ev an' s ta sk of minim ising the error ra te so reduces to the ta sk of mini mi sing thi s
expression. Using the nota ti on

j E k i =
X

m

em j m + i (12)

and Eqs. (2{ 5) we Ùnd tha t

P erro r Ñ

1

2
À

1

1 6

X

n

(1 + a 4
1 + a 4

2 + a 4
3 )

X

m

j e m j
4 (13)

by neglecting al l negati ve term s in the round bra ckets at the right hand side of
Eq. (11), tha t is the term s tha t stem from Eq. (10). The state j E k i i s norm alised
and i ts coe£ cients em obey the inequal i ty

P
m j e m j

4
ç

P
m j e m j

2 = 1 . Thi s leads
to the result

P erro r Ñ

1

4
(1 À a 4

1
À a 4

2
À a 4

3
) : (14)

For the opti m al scheme corresponding to the param eters given in Eq. (7) the ri ght
hand side of thi s equati on is f r ac 1 6 = 1 6 : 6 7%. For the scheme (8), the error rate
intro duced by Ev an in the bi t tra nsmission is always above 1

8
= 1 2 : 5%.
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As i t stands, thi s calcul ati on appl ies only to stra tegies where Ev an forwa rds
the photo n in the detected state, but not to tho se where the forwa rded states
are opti mised for mini mal error ra tes. It turns out, however, tha t these m ore
sophi sti cated stra teg ies do not yi eld error ra tes below these 16.67% or 12.5%,
respect ively. Thi s is conÙrm ed by the num erical data presented in Fi g. 1 whi ch
reports error ra tes for random choicesof Evan' s m easurem ent basis and forwa rded
states. The data demonstra te tha t the right hand side of Eq. (14) is indeed the
lower bound of the error ra te.

Fig. 1. Error rate intro duced by Ev an into the bit transmission betw een A lice and Bob

for the parameters chosen (a) as in Eq. (7), where it is alw ays above 16.67%, and (b) for

the parameters as in Eq. (8) w here it is always above 12.5%. Each point corresp onds to

a di˜erent intercept -resent strategy w hereat Ev an' s measurement basis and the state in

w hich he forw ards the photon to Bob have b een acquired completely at random.

T o deri ve Eq. (14) we neglected only term s pro porti onal j ek j
2

j e j j
2 wi th k 6= j .

An opti mal stra tegy f or Ev an is theref ore, for instance, to measure the B basis,
i .e. to measure whether the incoming pho ton is in one of the states j n + i . Thi s
stra tegy also opti m iseseavesdroppi ng wi th respect to maxi m ising the inf orm ati on
gain of Evan as soon as he gets to kno w the key. If Al ice and Bob fai l to noti ce his
presence, he can intercept the whole tra nsmitted m essage.

5. P r op osal for an exp er i m en t al r eal isat io n

W e have seen in the previ ous section tha t the error ra te intro duced by an
eavesdropper is always above 16.67% for the opti mal choice of the parameters (7).
Thi s is not much larger tha n the m inimum error rate of 12.5% whi ch was f ound for
the parameter choice of Eq. (8). In thi s section we di scusshow the second scheme
could be real ised experim ental ly because i ts impl ementa ti on is much sim pler, al -
tho ugh impl ementing the opti m al scheme is also possible wi th the m etho ds of [4].
T o achi eve the sam e degree of security in the second scheme, Al ice and Bob m ust
use about 40% more contro l bi ts.

Let us assume now tha t the vecto rs of the B basis are given by

( j B 1 i ; j B 2 i ; j B 3 i ; j B 4 i ) = ( j Rv i ; j Lv i ; j Lhi ; j Rhi ) : (15)
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Then the states of the C basis equal

( j C 1 i ; j C 2 i ; j C 3 i ; j C 4 i ) = i( Àj Lsi ; j Rsi ; j Rai ; Àj Lai ) ; (16)

where

j si ²

1
p

2
( j v i + j hi ) and j ai ²

1
p

2
( j v i À j hi ) (17)

are the symm etri c and the anti sym metri c superpositi on of the basic polari sati on
states. Thus, the C basis di ˜ers from the states of the B basis only wi th respect
to the possible polari sati ons of the photo ns. The phase f actors Ï i in Eq. (16)
are a consequence of the conventi ons adopted at (5) and (8) and could as wel l be
om i tted. T o prepare the states j n Ïi , Al icecould use any source tha t produces sing le
photo ns on dem and. For exam ples of experim enta l rea lisati ons of such sources see
for instance R efs. [12{ 15].

If Al ice wants to send a \ + " bi t to Bob, then she should prepare the photo n
at random in one of the f our states on the ri ght hand side of Eq. (15). To do so she
chooses equal ly l ikel y between the polari sati ons j hi and j v i and sends the photo n
ei ther thro ugh a \ left" or a \ ri ght" Ùber. T o send a \ { " bi t, Al ice can pro ceed
in the sam e way but shoul d then change the polari sati on of the outg oing photo n
before sending i t to Bob. Thi s can be done, for instance wi th the help of a hal f-way
pl ate (HW P) tha t a˜ects the polari sati on of a pho ton such tha t j si changes into
j v i and j ai changes into j hi , or vi ce versa. For practi cal rea lisati ons, electri cal ly
contro l lable Pockels-cells should be used.

A possible experim ental setup for the tra nsmission of \ À " bi ts is sketched
in Fi g. 2. To deÛect verti cal ly polari sed photo ns to one detecto r and horizonta l ly
polari sed photo ns to another detecto r, Bob uses polari sing beam spli tters (PBS)
whi lst he changes the polari sati on of a photo n, l ike Al ice, wi th the help of a HW P.
In whi ch state Bob Ùnds a pho ton in case of a \ cl ick" is indi cated in Fi g. 2 by
the two letters wri tten next to the corresp ondi ng detecto r. At Bob' s end, a beam
spl itter (BS) reroutes the photo n either to a measurement of the B or the C basis.

Instea d of using a \ left" and a \ right" Ùber and two polari sati on degrees of
freedom , Al ice and Bob coul d also uti l ise other param eters to create single photo n
two -qubit sta tes. The two Ùbers can, for insta nce, be repl aced by one Ùber and
Al ice and Bob agree for each photo n about two smal l ti m ewi ndows around a ti m e
t L and a ti m e t R . If Al ice sends the photon around t L i t m eans tha t she prepa red
i t in the state j L i , otherwi se, if she sends the photo n around t R , she prepared i t
in j Ri . Al terna ti vely, two degrees of freedom could also be obta ined by expl oi ti ng
di ˜erent photo n frequenci es.

The scheme shown in Fi g. 2 looks as i f i t were a com binati on of two BB8 4
schemes. But in fact i t is not. The scheme is more e£ ci ent tha n wha t one woul d
get by just combi ning two BB8 4 schemes naively. The reason is tha t the resul ts
are interpreted in a compl etely di ˜erent way (see Sec. 3 and T able). In contra st
to BB8 4, each and every photo n sent by Al ice tra nsmi ts one bi t and the scheme
is theref ore determ ini stic. In addi ti on, the bi t in tra nsmission is concealed in such
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Fig. 2. A feasible experimental setup for the transmission of a \ { " bit w ith

single- photon tw o-qubit states. For an explanati on of the optical elements see the text.

T o transmit \ + " bits, the H WPs have to be turned around so that they do not change

the polarisati on of the outgoing photon. Otherw ise, the experimental setup is exactly

the same.

a wa y tha t an eavesdropper cannot gain any inf orm atio n by perform ing m easure-
m ents on the photo n state (whi ch canno t be achi eved in BB8 4), and Al ice and
Bob can comm unica te di rectl y and conÙdenti al ly.

6 . Co n cl usion s

In summary , we discussed a new scheme for di rect and conÙdenti al commu-
ni cati on between Al ice and Bob in deta i l . W hi le both parti es exchange single bi ts
(ca rri ed by photo ns) as in any other quantum crypto graphy scheme, the purp ose
of the bi t tra nsmission is com pletel y di ˜erent. Instea d of establ ishing a shared
secret key, whi ch can be used later to encrypt a message, Al ice can send her mes-
sage di rectl y. W hat requi rem ents such schemes have to meet in general has been
di scussed in Sec. 1.

T o encrypt her m essage, Al ice creates a random sequence of ciphers | the
crypto graphi c key. To tra nsmi t a \ +" bi t she prepares the photo n in the state
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j n + i , to tra nsmi t a \ { " bi t she prepares i t in j n À i , wherea t n always coinci des
wi th the next cipher of her key. Af ter Al ice and Bob veri Ùed tha t no eavesdropper
wa s l istening in, Al ice can publ icise her key wi tho ut hesita ti on. She kno ws tha t
Bob wi l l be the only one who can decode her message, because he is the onl y one
who received it. In thi s sense, the scheme real ises quantum crypto graphy wi th a
p u bl icl y k now n key.

In Sec. 2 and 3 we presented a concrete pro to col based on sing le-photo n
two -qubit sta tes and di scussedi ts securi ty against intercept- resent eavesdroppi ng
stra tegies. As in other schemes, security ari sesfrom the fact tha t the presence of an
eavesdropper leads to a signi Ùcantl y increased error ra te in the bi t tra nsmission.
Thi s rate can be determ ined by com pari ng som e contro l bi ts wi th whi ch Al ice had
intersp ersed the message before. Onl y when the measurement outco mes of Bob' s
side match wi th the states in whi ch Al ice prepa red the contro l qubi ts, both parti es
should trust in the securi ty of thei r com munica ti on and Al ice can announce her
crypto graphi c key.

By choosing the parameters tha t characteri se the scheme sui ta bly, Al ice and
Bob can assure tha t the error ra te Evan intro duces in the bi t tra nsmission is
always above 16.67%. Neverthel ess, in Sec. 5 we discussed possibi l i ti es for the
exp erimenta l real isati on of another scheme, one in whi ch the error ra te can be as
low as 12.5%. The adv anta ge of thi s scheme is tha t i ts impl ementati on is much
sim pler, al tho ugh im plementing the opti m al scheme is possible to o.
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